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6. A~IVUI 

The purpose of t h i s  document is t o  i den t i fy  var ious software r e l i a b i l i t y  
models, define the in t e r f ace  between a software r e l i a b i l i t y  model with 
a f a u l t  to le ran t  system r e l i a b i l i t y  model, and provide a software depend- 
a b i l i t y  model. (capable of evaluatfng a v a i l a b i l i t y ,  r e l i a b i l f t v ,  and s a f e t y )  
t h a t  can predic t  the  r e l i a b i l i t y  of software p r i o r  t o  and throughout its 
development. The software r e l i a b i l i t y  data  and development of a software 
r e l i a b i l i t y  data base is a l s o  discussed. , ' .  
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The dependabi 1 i t y  property o f  a computer system a1 lows re1 iance 
t o  be J u s t i f i a b l y  placed on the service i t  del ivers,  which i s  i t s  behavior 
as perceived by i t s  users [AVLA86]. Thi s concept natural  l y  encompasses 
the notions of r e l i a b i l i t y ,  a v a i l a b i l i t y ,  and safety. 

and use o f  computer systems where f a u l t s  are natural,  foreseeable, and 
to le rab le  [fOUL76]. 

The purpose o f  dependabil i ty i s  the design, implementation, 
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TECHNICAL REPORT 

on 

SOFIUARE DEPENDABILITY ASSESSMENT METHODS 

1.0 INTRODUCTION 

The increasing appl i c a t i o n  and c r i t i c a l  i t y  o f  d i g i  t a l  l y  implemented 
f l i g h t  cont ro l  funct ions d ic ta tes  a nsed f o r  h igh l y  dependable software. 
A va r ie t y  o f  methods f o r  creat ing r e l i a b l e  software have been developed (e.g., 
software engineering , higher order languages, t e s t i n g  and debugging procedures). 
These methods do no t  inherent ly  provide a measure o f  r e l i a b i l i t y  inprovement 
obtained using the methods. Methods of assessing the r e l i a b i l i t j  a;id cr;wnp,- 
a b i l i t y  o f  software are needed. This e f f o r t  was o r i g i n a l l y  e n t i t i e d  "software 
re1 i a b i l  f t y  assessment methods" bdt as the work progressed , Bat te l  le and 
our consultant, D r .  John P. J. Kel ly ,  determined t h a t  systems which provide 
funct ions c r i t i c a l  t o  the safe tpansportat ion o f  passengers must be more 
than re l i ab le ,  they must a lso he dependable. As s ta ted  i n  the preface w r i t t e n  
by O r .  Kelly, the concept o f  dependabi l i ty  encompasses the not ions of r e l i a b i l i t y ,  
a v a i l a b i l i t y ,  and safety. 

o f  assessing the r e l i a b i l i t y  of d i g t i a l  av ion ics software developed us ing 
p r i m a r i l y  higher order languages. 

The overa l l  ob jec t i ve  o f  t h i s  research was t o  i nves t i ga te  methods 

2.0 BACKGROUlYD 

Many software r e l i a b i l i t y  models have been developed which p red ic t  
the r e l i a b i l i t y  o f  software based on various fnput  parameters. That work 
was sponsored by the USAF Rome A l r  Development Center (RADC) and NASA's Ames 
and Langley Research Centers. Many of these studies attempted t o  analyze 
an eh is t l ng  data base t o  der ive a p red ic t i on  methodology. Many o f  these 
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data basts were f i l e s  of h i s t o r i c a l  s ign i f icance,  and were not  rea l - t ime 
a i rborne software systems developed using higher order languages. Consequently, 
many researchers have found the popular software r e l i a b i l i t y  models are i n v a l i d .  
Recent work f nvolved car fu l  l y  designed and cont ro l  l e d  software development 
experiments using a 1 i m i  ted  number o f  programmers programming a 1 i m i  t ed  number 
o f  problems. That work, i n  turn, has been c r i t i c i z e d  as no t  representat ive 
o f  rea l - t ime d i g i t a l  av ion ics software. 

3.0 S U W R Y  

This repor t  i s  i n  f i v e  sections. The fo l l ow ing  fou r  sect ions present: 

(1) a summary of the resu l t s  o f  previous s tud ies o f  software 
re1 i a b i  1 i t y  models appl icable t o  rea l - t ime software 

( 2 )  a d e f i n i t i o n  o f  the software dependabi l i ty  model in te r faces  
w i t h  f a u l t  t o le ran t  system r e l i a b i l i t y  models 

(3 )  formulat ion o f  a software dependabi l i ty  model 

(4)  a d e f i n i t i o n  o f  software data t o  be co l l ec ted  by the av ion ics  
system developer f o r  storage i n  the software dependabi l i ty  
data base. 

. 
J 
2 
i 
t 

4 

. 
L 



I 

i 

i .  

2- 1 
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REVIEW OF PREVIOUS STUDIES OF 
SOFTYARE RELIABILITY UODfLS 

1.0 INTROOUCTION 

Several studies o f  software re1 i a b i l  i t y  models have been reviewed. 
I n  add i t ion  t o  those models covered i n  the "Comparative Analysis o f  Fau l t  
Tolerant Software Design Techniques", prepared by B a t t e l l e  Columbus D iv i s ion  
on February 15, 1984, o ther  models have been reviewed through the use o f  
pub1 i shed technical  papers and a software engineer ing textbook. (1) The 
technical  papers a r e  l i s t e d  i n  Table 1 and d iv ided i n t o  the fo l l ow ing  cate- 
gor ies:  "For Informat ion Only", llDiscusses R e l i a b i l i t y  Modeling Appl icable 
t o  Real-Time Scftware", and '@Discusses Re1 a b i l i t y  Modeling Not Appl icable 
t o  Real-'Time Software". Table 2 gives the names o f  the r e l i a b i l i t y  models 
and ind icates whether or not  they are appl cable t o  rea l - t ime software. 
Only the software r e l i a b i l i t y  models which are appl icable t o  rea l - t ime software 
w i l l  be discussed i n  fu r the r  d e t a i l .  

o f  being appl icable t o  real- t ime software. The c r i t e r i a  used t o  determine 
real- t ime a p p l i c a b i l i t y  was: 

The fo l low ing  software r e l i a b i l i t y  models have the cha rac te r i s t i c  

(a) The model i s  no t  extremely d i f f i c u l t  t o  solve numerical ly.  
Hence, on ly  a reasonable amount o f  computations i s  required. 

(b) The model must take i n t o  account the t e s t  time. 

(1) Mart in  L. Shooman 
SOFTWARE ENGINEERING Design/Rel i a b i  1 i ty/Management, 
McGraw-Hi 11 Book Company, New York, 1983. 
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* Reasons: 
a. The model i s  extremely difficult to solve numerically. Conseauently, the 

variables must be selected so as to limit the amount of computa;ion required. 

b. The test time is totally ignored. 

c. The techniquets) used is (are) undesirable in software reliability models, 

d. The model does not adequately address the overall software reliability problem. 

e. There are massive difficulties in estimating the parameters. 

f. Some of the assumptions are quite questionable. 

TABLE 2 .  REVIEWED SOFTWARE R E L I A B I L I T Y  MOGELS (Continued) 
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The techniques used i n  the model must be reasonable. (For 
example, the cumulative averaging technique i s  undesirable 
i n  software re1 i abi 1 i t y  model s because t h i  s technique causes 
early data  poin ts  t o  be weighted more heavily t h a n  late;- ones. 
Thus, w i t h  this technique, even the most errat ic  error data 
will eventually project a "fi t ted l ine"  as the sample s f r e  
becomes sufficiently large). 

The model addresses both t h e  dynamic and Static measurements: 

(1) Dynamic measurements 
0 hazard rate,  z ( t )  
0 r e l i a b i l i t y  function, R(t) 
0 mean time t o  failure, MTTF 

( 2 )  S t a t i c  measurements 
0 t o t a l  number of errors 
0 t o t a l  number o f  remaining errors 

The parameters are no t  d i f f cu l  t t o  estimate. 

The assumptions are reasonable. 

The underlying assumptions, key features, and s tudy results are 
sumnari zed be 1 ow. 

2.0 GENERALIZED IWERFECT DEBU6GING IIOI)EL 

2.1 Underlying Assuptions 

a.  

b. 

C. 

d. 

e. 

f .  

9. 

, . I. , .  .." . - . ..: " - . - .;. . . -  . 

A1 1 fai  1 ures are observable and independent . 
The time t o  remove a failure i s  considered t o  
and i s  ignored i n  the model. 

Errors are not always corrected when detected 
be spawned when correcting errors. 

be negligible 

and errors may 

Testing i s  of uniform Intensity and representative of the 
operational environment. 

Inputs w h i c h  exercise the program are randomly selected. 

The failure rate a t  any time i s  proportional t o  the current 
number of errors remaining i n  the program. 

The failure rate between the ( 1 - 1 ) t h  failure and the i t h  failure 
i s  A ( t 1 )  8 ~fN-(f-l)]taol. 
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2.2 Key Features 

The f a i l u r e  r a t e  i s  o f  the form 

c 
i 

wi th  0 = a p ropor t iona l i t y  constant; 
N = the t o t a l  number o f  er rors ;  
p = the p r o b a b i l i t y  o f  per fec t  programmer debugging behavior 
= = the parameter that  con t ro ls  the shape o f  the f a i l u r e  rate.  

The r e l i a b i l i t y  functions i s  

and the Mean Time t o  Fai lure i s  

2.3 Study Results 

Thi s model cannot determine the e f f e c t  each bug contr ibutes t o  
the overa l l  f a i l u r e  r a t e  wi thout contfnuing t o  run the program because the 
Instantaneous f a i l u r e  r a t e  w i l l  be zero when a bug i s  found and immediately 
removed. The model provides a good f f t  w i t h  data. The parameter est imates 
are reasonable f o r  the data sets tested. 

3.0 WEPROPORTIONAL MIDEL 

3.1 Underlylng Assunptlons 

a. The number o f  errors i n  a program i s  a constant and decreases 
d i r e c t l y  as e r ro rs  are corrected. 

b. Software er ro rs  a r e  caused by the uncovering o f  res idual  bugs 
i n  a program. 

1 . . . .._ -_  . . 
o n .  + 

. .. . . . .  . " - , * -  
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c. The p r o b a b i l i t y  t ha t  a bug i s  encountered i n  the time in te rva l ,  
at, a f t e r  t successful hours o f  operat ion i s  propor t ional  t o  
the f rac t i ona l  number o f  remaining bugs. 

d. The f r a c t i o n a l  number o f  remainfng bugs I s  independent o f  the 
operat ing t ime.  

e. The r a t e  o f  e r r o r  correct ion f s  constant. 

, 

i l  
I 'I 

, 
3.2 Key Features 

The hazard r a t e  i s  of the form 

where K = an a r b i t r a r y  constant; and 
+ ( T )  8 the number o f  remaining bugs; 
ET = the t o t a l  number o f  e r ro rs  o r i g i n a l l y  present; 
IT * the t o t a l  number o f  machine Ins t ruc t ions ;  and 
+(T) = the number o f  corrected bugs. 

The r e l i a b i l i t y  func t ion  i s  

and the Mean Time t o  f a i l u r e  S 

where 00 = a constant r a t e  o f  e r r o r  correct ion.  

I 
' :  ' 3.3 Study Results 

The ove ra l l  behavior o f  the model I s  ve r i f i ed .  However, the e r ro rs  
between measurement and pred le t ion  had a standard dev ia t ion  o f  24 percent. 
When seeking h i s t o r i c a l  data f o r  est imat ion o f  r e l i a b i l i t y  parameters, the 
examples should c lose ly  match the Intended app l ica t ion  and phase. 

I 

' ,  \ 
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4.0 GEOMETRIC POISSON MODEL 

4.1 Underlying Arsunptions 

a. 

b. 

C. 

d. 

e. 

f . 

9. 

h. 

i. 

There i s  an i n f i n i t e  number o f  e r ro rs .  

Each f a u l t  i n  the program i s  independent of the others and 
each o f  them i s  equal ly l i k e l y  t o  occur. 

The e r ro rs  do no t  have the same l i k e l i h o o d  o f  detect ion.  

During a f ixed i n te rva l  o f  time, the number o f  e r ro rs  detected 
follows a Poisson d i s t r i bu t i on .  

During each o f  these periods o f  time, the detect ion r a t e  i s  
constant. 

Data i s  ava i lab le  on ly  a t  d isc re te  i n te rva l s .  

The detect ion r a t e  i n  successive time i n t e r v a l s  fonns a geometric 
progression. 

Each e r r o r  discovered f s  immediately removed o r  no longer counted. 

No new f a u l t  i s  introduced dur ing a cor rec t ion  time. 

4.2 Key FeaturPs 

The hazard r a t e  dur ing the i t h  time i n t e r v a l  i s  

where t i  * the i t h  debugging In te rva l ;  
A * the average number of f au l t s  occurr ing i n  the f i r s t  

K = a p ropor t iona l i t y  constant, 0 < K < 1. 
i nterva l  ; 

I 

I 

The r e l i a b i l i t y  func t ion  I s  
j .  

f' '. 
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and the Mean Time t o  Fai lure i s  

1 MTTF a - . 
x Ki 

4.3 Study Results 

This model gives ident ica l  resu l ts  as the Schneidewind Non-Homogeneous 
model. 

5.0 SCHNEIDEYIND NON-HOW)GENEOUS POISSON MOOEL 

5.1 Underlying Assunptions 

a. The number o f  e r r o r s  which i s  detected dur ing a t i m e  i n t e r v a l  
and the co l l ec t i on  o f  e r ro r  counts over a ser ies o f  time in te rva l s  
are modelled by a random var iab le and a stochast ic process. 

b. Pr io r  t o  the select ion o f  a t e s t  plan, a l l  e r ro rs  are equal ly 
1 i kely.  

c. The number o f  e r ro rs  detected i n  each time i n t e r v a l  i s  inde- 
pendent o f  the number detected i n  another t ime in te rva l .  

d.  Detected e r r o r  counts i n  each In te rva l  have the same type o f  
d i s t r i b u t i o n  but have d i f f e r e n t  mans. 

e. The mean number o f  detected er ro rs  decreases from In te rva l  
t o  i n te rva l .  

f. The ra te  o f  detection i n  an i n te rva l  I s  propor t ional  t o  the 
number o f  e r ro rs  i n  tha t  in te rva l .  

g. The e r r o r  process i s  a non-homogeneous Poisson process w i th  
an exponent ia l ly  decreasing i n t e n s i t y  function. 

h. The e r r o r  correct ion r a t e  i s  proport lonal  t o  the number o f  
e r r o r s  t o  be corrected. 

5.2 Key Features 

The hazard funct ion i s  equivalent t o  the predicted number o f  e r ro rs  
fo r  each in terva l  i where 

. .  
? 

3 

k ?, 
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with m i  = the estimated number of errors i n  i n t e r v a l  f ;  
0 a a model constant; and 

a model constant ( e r r o r  de tec t ion  r a t e  a t  :fme 0 ) .  

The weighted squared dev ia t ion  i s  

t 
SO, 8 r exp (Bi)[(=/B)[exp (-!i)][exp ( 6 ) - 1 ]  - X f I 2 .  

k = l  

5.3 Study Results 

Thi s model i s  equivalent t o  the Geometric De-Eutrophication model. 
However, t h i s  model o f f e r s  greater f l e x i b i l i t y  than the Geometric De-Eutro- 
ph i ca t i on  model. 

o f  the number o f  e r r o r s  i n  each time i n t e r v a l .  
The required t e s t  data fo r  t h i s  model cons is ts  o f  the sequence 

6.0 JELINSKI-WRANDA DE-EUTROPHICATION UODEL 

6.1 Underly ing A s t m p t i o n t  

a. A program can be decomposed i n t o  a number of paths or cases. 

b. The i d e n t i f i c a t i o n  of paths w i l l  be done a t  a h i  h enough l e v e l  
t o  y i e l d  a r e l a t i v e l y  s m a l l  number o f  cases ($logo). 

c. The number o f  machine language i n s t r u c t i o n s  remains r e l a t i v e l y  
constant. 

d .  F a i l u r e  i s  caused by ra re  combinations o f  i npu t  data and pa th  
t raversa ls ,  w i t h  the t ime between f a i l u r e s  governed by an 
exponentlal d i s t r i b u t i o n ,  y i e l d i n g  a constant hazard. 

e. 

f .  

There i s  a f i x e d  number of e r r o r s  i n  the program. 

No new errors are  added dur ing  the debugging process. 

g. 

h.  

Each e r r o r  discovered i s  immediately removed. 

Each e r r o r  has an equal chance o f  being detected. 
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1 .  The f a i l u r e  r a t e  is proport ional  t o  the current e r r o r  content 
(number o f  remalning er ro rs ) .  

j. The pragram I 5  not  being a l te red  except for e r r o r  correction. 

k. Only one error may occur i n  a given time debugging period. 

6.2 Key Features 

The hazard funct lon i s  o f  the form 

' 1  , 

I 

w i t h  N = the t o t a l  number o f  i n i t i a l  er rors  i n  the program; 
@ = a p r o p o r t i o n a l i t y  constant; 

X i  = the length o f  the i t h  debugging i n te rva l  ( t he  time between 
detect lon of the ( i - 1 ) s t  and the i t h  er rors) ;  and 

1 = the number o f  e r ro rs  discovered. 

The r e l i a b i l i t y  func t ion  I s  

and the Mean Time t o  Fai lure I s  

! 

where n a the number o f  e r ro rs  found t o  date. 

6.3 Study RcruIts 

The model provides a good f i t  w i t h  data. The model runs I n t o  s l i g h t  
t rouble w i th  i t s  "no new er ro rs"  assumptlon. 
between errors shows a sudden sharp increase which I s  somewhat op t im ls t l c .  
The la rger  the data set ,  the more l i k e l y  the sudden improvement and the imp l i -  
ca t ion  t h a t  debugging i s  complete. 

A t  the " l a s t "  er ror ,  the t i m e  

. - 9 .  - . - 1 . .  . .  
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This model requires a sequence o f  t i m e s  between f a i l u r e s  i n  order 
t o  estimate the parameters. 

I 
7.0 EXTENDED JELINSKI-WRANDA MOOEL 

7.1 Underlying Assumptions 

. . 
5 a. There i s  a f i x e d  number o f  e r ro rs  i n  the program. 

b. No new e r ro rs  a r e  added dur ing the debugging process. 

c. Each e r r o r  discovered i s  immediately removed. 'J: 

d. Each e r r o r  has an equal chance o f  being detected. 
B e. There i s  a constant f a i l u r e  r a t e  between consecutive errors .  

f A program can be decomposed in to  a nunb2r o f  paths o r  cases. 

9. The I d e n t i f i c a t i o n  o f  paths w i l l  be done a t  a h i  h enough leve l  

h .  The number o f  machine language ins t ruc t ions  remains r e l a t i v e l y  
constant. 

t o  y i e l d  a r e l a t i v e l y  small irumber 9f cases (510 9 0). 
I 

. v .  

1. The f a i l u r e  r a t e  i s  proport ional  t o  the current  e r r o r  c m t e n t  
(number o f  remaining er ro rs ) .  

j. The program i s  not being a l te red  except f o r  e r r o r  correct ion.  
I , i 

k. More than one e r r o r  may occur i n  a given time debugging per iod.  

I 7.2 Key Features 

t The hazard func t ion  i s  o f  the form 

! 
I % ( t i )  a $rN-nj-l] 

I 

I 

I 

I 

I 

I 
I 
a 

where (0 = a p ropor t i ona l l t y  constant; 
N the t o t a l  irumber o f  i n i t i a l  er rors ;  

n i  

t i  = the i t h  debugging i n t e r v a l ,  

the cumulative number o f  e r ro rs  found through the i t h  
time in te rva l  ; and t 

. -  I . . . . .  .. . . -  . .  . . . . . . . .  . . . . . . . . . . . . . . . . .  I 
' - -  . . .  - .  
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The r e l i a b i l i t y  function i s  

and the Mean Time t o  Fai lure i s  

7.3 Study Resut t s  

This model requires the number o f  e r ro rs  i n  some uniform time per iod 

The model provides a good f i t  w i t h  data. The model i s  somewhat 
t o  estimate the parameters. 

i ncons i i t en t  and less smooth due t o  i t s  use o f  actual e r r w s  i n  i t s  hazard 
f u n c t i m .  Fairly small changes i n  the data give a s i g n i f i c a n t  change i n  
the model's shape and predict ion.  A t  the " l as t "  er ror ,  the time between 
e r ro rs  shows a sudden sharp increase which i s  somewhat opt imis t ic .  

8.0 GEOMETRIC DE-EUTROPHICATION MODEL 

8.1 Underlying Assumptions 

a. 

b. 

C. 

d. 

e. 

f. 

. -  -. - -. . - . ._ .  .. . 

There i s  an i n f i n i t e  number o f  t o t a l  er rors .  

Each f a u l t  i n  the program i s  independent of the others and 
each o f  them i s  equal ly l i k e l y  t o  occur. 

The errors  do not have the same l i ke l i hood  o f  detect ion.  

Each e r ro r  discovered i s  fmmediately removed. 
correct the detected f a u l t s  i s  negl i g l b l e .  

No new f a u l t  i s  introduced during the correct ion time. 

The f a i l u r e  r a t e  between successive e r ro rs  forms a geometric 
progression and f s  constant i n  the i n t e r v a l  between errors .  

The time t o  

i .' 
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P 

0.2 Key Features 

The hazard funct ion i s  

where Xq the 4th debugging i n te rva l ;  
D = the i n i t i a l  er ror  detect ion rate;  
K = a p ropor t iona l i t y  constant; and 
i = the number o f  er rors  discovered a f t e r  i in terva ls .  

The r e l i a b i l i t y  funct ion i s  

where n = the t o t a l  number of e r ro rs  discovered 

and the Mean Time t o  Fai lure i s  

1 
0 Kn 

MTTF = -. 
0.3 Study Results 

The t e s t  data necessary t o  apply t h i s  model i s  the sequence o f  

This model gives a reasonable f i t  with data. 
times between errors.  

consistent i n  i t s  resu l t s  when only pa r t  o f  the data i s  used. 
De-Eutrophication model appears t o  be SI i g h t l y  be t te r  than the Jel  inski-I-toranda 
De-Eutrophication model f o r  data. 

ft i s  a lso f a i r l y  
The Geometric 

i 

L 

t 
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9.0 MODIFIED GEOMETRIC DE-EUTROPHICATION MODEL . 
9.1 Underlying Assumptions 

a. The program contains an unknown number o f  er rors .  

b. Each f a u l t  i n  the program f s  independent o f  o ther  f a u l t s  and 
each o f  them i s  equaI ly  l i k e l y  t o  cause a f a i l u r e  dur ing tes t ing .  

c. The number o f  f a u ? t r  detected i n  any tfme i n t e r v a l  f s  independent 

d. The e r r o r  cor rec t lon  t i m e  i s  neg l i g ib le .  Each e r r o r  discovered 

o f  t ha t  i n  any other  t i m e  i n t e r v a l .  

i s  immediately removed. 

e. No new er ro rs  are added dur ing the debugging process. 

f. The program i s  no t  being a l te red  except f o r  e r r o r  correct ion.  

9.2 Key Features 

The hazard funct ion i s  o f  the form 

with D = the f a u l t  detect ion rate;  
K = a pos i t i ve  constant less  than 1; 

Mill = the cumulative number of e r ro rs  detected; and 
M i  = the cumulative number of e r ro rs  found up t o  the i - t h  t i m e  

i n te rva l .  

The r e l i a b i l i t y  func t ion  i s  

and the Mean ffme t o  Failure f s  

I 
9 

I MTTF = - 
OK", 

with n = the t o t a l  number o f  tfme In te rva ls .  
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9.3 Study Results 

This model was not verified w i t h  any tes t  da t a .  

10.0 SHOOMN EXPONENTIAL MODEL 

10.1 Underlying Asrmptions 

a .  

b .  

C .  

d .  

e. 

f. 

The number of errors i n  a program i s  a constant and decreases 
directly as errors are corrected. 

The error detection rate (failure rate) i s  proportional t o  
the number o f  remaining errors. 

The to ta l  number of machine language instructions rema 

Operational software errors occur due t o  the occasiona 
of a portion of the program i n  which  a software bug i s  

Each error has an equal chance of being detected. 

Software errors occur w i t h  a probabi 1 f t y  d i s t r i  button of 

f ( t )  = nexp ( - A t )  

ns constant. 

t ra versi ng 
hidden. 

where t = CPU operating time; and 

x * a constant of the hazard function, t ( t) .  

10.2 Key Features 

The t o t a l  number of errors remaining i n  the program debug time 
T i s  

where E = the to t a l  number of errors present a t  time T = 0; 
I = the total number of machine instructions; and 

e c ( t )  = the total number o f  errors corrected i n  interval t, 
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The hazard function i s  o f  the form 

w i t h  C = a constant o f  proport ional i ty .  

The r e l i a b i l i t y  function I s  

and the Mean Time t o  Fai lure i s  

10.3 Study Resul tt 

The Shooman exponential model reduces t o  the Jelinski-Moranda 
De-Eutrophication model. This model requires a sequence o f  times between 

fa i lu res  i n  order t o  estimate the parameters. 

I 

. 
i 
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TECHNICAL REPORT 

on 

DEFINTION OF THE rAULT TOLERANT SYSTEM 
RELIABILITY HODEL INTERFACES WITH 

THE SOFTMARE. RELIABILITY MODEL 

1.0 INTRODUCTION 

1.1 Background 

Interface checks are an attractive form of error detection 
( a t  least as fa r  as a program runn ing  on the interface is  concerned) 
sin'ce they are performed automatically and efficiently - often i n  parallel 
w i t h  the execution of the requested operation - and cannot be suppressed 
by a programer. However, interface checks can only check for correctness 
of use of an interface and cannot check whether any usage corresponds 
t o  that of a correct program. 
and failure exceptions indicated the presence of design faults i n  the 
program and component faults i n  the interpreter, respectively. 
was always the case t h e n  the implementation of fault  tolerance by the 
program would  be much simplified since there would be a direct relationship 
between the type of a f a u l t  and a particular exception. 

I t  has been assumed that interface exceptions 

If this  

1.2 Objectlves o f  the Rcsearch 

To deffne the Intetface of the Software reliabil i ty model w i t h  
the fault  tolerant system reliabil i ty model, I t  i s  necessary to look 
a t  the corresponding outputs and requlred inputs. I t  Is desired that 
the Interface definition permlt stand alone use of the Software r e l i a b i l i t y  
model w l t h  the outputs serving as inputs t o  the fau ' l t  tolerant System 
rel iabi l i ty  model o r  a combined operation of the hardware and software 
models of the state space. 
below. 

The outputs and Inputs are discussed i n  detail 

, 



2.0 

3- 2 

CHARACTERISTICS OF THE SOFTYARE RELIABILITY MODEL 
AND THE FAULT TOLERANT SYSTEn RELIABILITY MODEL 

2.1 Software R e l i a b i l i t y  Model Outputs 

Software r e l i a b i l i t y  models tha t  are appl icable t o  rea l - t ime 
software address both the  dynamic and s t a t i c  measurements. The corresponding 
outputs are: 

(1) Dynamic measurements 
0 hazard ra te ,  z ( t )  
0 r e l i a b i l i t y  function, R ( t )  
0 mean time t o  f a i l u r e ,  M f f f  

0 t o t a l  number o f  e r ro rs  
0 t o t a l  number o f  remaining e r r o r s  

(2 )  S t a t i c  measurements 

2.2 F a u l t  Tolerant System R e l i a b i l i t y  W e l s  

I n  accordance w i t h  the  "Automated R e l i a b i l i t y  and F a i l u r e  E f f e c t s  
Method for D i g i t a l  F l i g h t  Control and Avionic Systems, Volume I: Evaluat ion"r  
t h i s  r e p o r t  w i l l  focus on the top  two models. The evaluat ion l i s t s  the 
top two models, i s  order  o f  preference, as CARSRA (Computer Aided Redundant 
System R e l i a b i l i t y  Analys is)  and CARE 11 (Computer Aided R e l i a b i l i t y  
Estimation, version 11). A d i f f e r e n t  evaluat ion,  sponsored by NASA Langley 
Research Center, ind ica tes  t h a t  the CARE I11 model i s  "best su i ted  for 
eva lua t ing  the r e l i a b i l i t y  o f  advanced f a u l t - t o l e r a n t  systems f o r  commercial 
a i r  t r anspor t . " ( l )  Therefore, t h i s  rego r t  w i l l  discuss the  updated and 
improved CARE model: CARE 111. I n  addi t ion,  N-Version Software (NVS), 
obtained from mul t i -vers ion  programming, w i l l  be considered since i t  
i s  a pr imary method f o r  p rov id ing  software f a u l t  tolerance and was n o t  
covered i n  the above repor ts .  

(1) 
Systems", AIRLAB INTERFACE, NASA Langley Research Center, Hampton, V i rg in ia ,  
December 1983, p. 2. 

' 'Evaluation of R e l i a b f l i t y  Modeling Tools f o r  Advanced Faul t -Tolerant  

. . . ,, .,- ;_., . -* - ~ . * 
. . . . .  , .  " ~ -  

, - - 1 . .  . ., 
. . .  . - .  . I . .  . i - . . -  -; -: . . . . . . -  ~ . . ~- - . - -  . - .  . .': . .  

^ . .  .. _ - . -  - . .  - - . . ^ . .  - . . - . . . - -  . - . - - -  , .  
. , 
I -  , ' , - .  . - .  . .. . 

. . .  
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2.2.1 CARSRA Inputs  

The fo l lowing items comprise the required input  data and the 
corresponding var iab le names t h a t  are used by the program. 

0 number o f  non-dependency stages, N l S  

0 number o f  dependency stages, NDS 

0 assigned s ta te  number, NST 
0 dimension o f  the stage, NDIM 

0 number o f  modules i n  the stage, MOON 

0 t r a n s i t i o n  rates, LMDA (NST, K, 3 )  w i t h  311, Z,...NDIM and 
K.1, 2, ...( NDIM-1) 

0 t rans i t i ona l  readiness time span, AMT, and t ime increment, 
ADT 

0 f a i l u r e  p r o b a b i l i t y  t ime span, FPMT, and t ime increment, 
FPDT 

0 number of dependency modules i n  the system, NARY 

0 each dependency module, NIND ( 1 )  w i t h  I=l, P,...NARY, spec i f i ed  
by NIND and NDEP 

0 number of func t iona l  readiness conf igura t ion  en t r ies ,  NAV 

0 each conf igura t ion  i s  character ized by up t o  three f a i l e d  
modules, NA (I, K), w i t h  K.1, 2, 3 where the module i s  ind ica ted  
by XXY w i th  XX being the stage number and Y the module number 
w i th in  the stage 

NOSCOF 
0 number o f  stage f a i l u r e  pa t te rns  equiva lent  t o  system success, 

0 success conf igurat ions,  ICOF (1, 3) w i t h  IaNOSCOF and 3=1, 
2,. . .50 

0 accuracy ind ica  tor ,  NACCUR 
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2.2.2 CARE 111 Inputs 

a 

a 

a 

a 

a 

a 

a 

a 

a 

a 

0 

a 

a 

The fo l low ing  i n p u t  data i s  requi red t o  describe the system. 
The corresponding var iab le  names are given a f t e r  the descr ipt ion.  

var iab le which defines i f  a l l  o f  the f a u l t  handling models 
have exponential d i s t r i b u t i o n s  only,  MARKOV 

number o f  f a u l t  types to  be included i n  the model, NFTYPS 

parameter f o r  t r a n s i t i o n  between the a c t i v e  s tate ( A  o r  
A:) t o  the detected s ta te  ( D ) ,  DEL(i) 

parameter f o r  t r a n s i t i o n  from the  a c t i v e  s ta te  A t o  the 
ac t ive  e r r o r  (erroneous operat ion s t a t e )  AE, RHO(i  ) 

parameter f o r  t r a n s i t i o n  from the  e r r o r  producing s t a t e  
t o  the detected s t a t e  or t o  a s i n g l e  f a u l t  f a l l u r e ,  EPS(i) 

I n d i c a t o r  var iab le  def in ing if the DEL parameter i s  f o r  
an exponential or uniform densi ty,  IDELF(i) - disregard 
i f  i t  i s  a Markovian model 

i n d i c a t o r  var iab le  d e f i n i n g  i f  the RHO parameter i s  f o r  
an exponential or uniform densi ty,  IRHOF(i) - d isregard 
i f  i t  Is a Markovian model 

i n d i c a t o r  var iab le  de f in ing  i f  t h e  EPS parameter i s  f o r  
an exponential or uniform densi ty,  IEPSF(i) - d isregard 
i f  i t  i s  a Markovian model 

p r o b a b i l i t y  that a f a u l t y  operat ion w i l l  be successfu l ly  
masked by the system, C ( i )  

p r o b a b i l i t y  that a module detected as f a u l t y  I n  an a c t i v e  
s ta te  A i s  i d e n t i f i e d  as a permanent f a u l t  and i s o l a t e d  
from the system, P A ( i )  

p r o b a b i l i t y  that a module detected as f a u l t y  i n  a benign 
s ta te  i s  i d e n t i f i e d  as a permanent f a u l t  and i s o l a t e d  from 
the system ( f o r  i n t e r m i t t e n t  o r  t rans ien t  f a u l t ) ,  PB( i )  

exponential r a t e  ( i n t e r m i t t e n t  or t rans ien t  f a i l l t )  for 
t r a n s i t i o n  from an act ive s t a t e  ( A  or AE) t o  a benign s t a t e  
( B  or BE), A l P ( i )  

exponential r a t e  ( i n t e r m i t t e n t  f a u l t )  fo r  t r a n s i t i o n  from 
a benign s t a t e  ( 6  or BE) t o  an a c t i v e  s ta te  (A  or A € ) ,  
E E f [ i  I 

I 
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a 

a 

a 

a 

a 

a 

a 

a 

a 

e 

e 

e 

a 

a 

a 

a 

a 

a 

0 

a 

a 

f l a g  f o r  ou tpu t t i ng  the moments o f  s ing le  and double f a u l t  
coverage funct ions , CVPRNT 

f l a g  f o r  a p l o t  o f  the s ing le  and double f a u l t  coverage 
functions, CVPLOT 

Y-axis scale f o r  p l o t t i n g  coverage funct ions,  IAXSCV 

parameter governing the step doubling r u l e  used i n  the so lu t i on ,  
DBLDF 

coverage func t ion 's  t runcat ion  value, TRUNC 

number o f  stages i n  the system, NSTGES 

number o f  i d e n t i c a l  modules i n  stage number x ,  N ( x )  

minimum number o f  modules needed f o r  stage ISTG t o  be 
operational M( x )  

operational conf igurat ions f o r  stage x ,  NOP (i ,x )  

opt ion f o r  the output p r i n t o u t ,  IRLPCD 

opt ion f o r  the sumnary in format ion t o  be p l o t t e d  against  
time, RLPLOT 

axes spec i f i ca t i on  f o r  the summary in fo rmat ion  p l o t ,  IAXSRL 

number o f  f a u l t  types t h a t  a stage i s  subject  to ,  NFCATS(x) 

f a u l t  types spec i f i ca t i on  f o r  stage x ,  JTYP( j , x )  

parameter w o f  the Weibull f a u l t  occurrence r a t e  XU( X t ) * l  
f o r  f a u l t  type j f o r  stage x, OMG(j, x )  

parameter X o f  the Weibull f a u l t  occurrence r a t e  for the 
f a u l t  type j f o r  stage x, RLM(j,  x )  

f l i g h t  t ime f o r  which the system i s  t o  be assessed, FT 

time scale used f o r  the f l i g h t  time, ITBASE 

number o f  equal steps t h a t  the f l i g h t  t ime i s  d i v lded  i n t o ,  
NSTEPS 

f l a g  i n d i c a t i n g  whether or no t  the system f a u l t  t r e e  i s  
t o  fo l low,  SYSFLG 

f l a g  i n d i c a t i n g  whether or n o t  a c r l t i c a l  p a i r s  f a u l t  t r e e  
i s  provided, CPLFCG 
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a 

. 3, 
2. 

0 parameter used t o  l i m i t  the number o f  terms used i n  computing 
the coverage f a i l u r e  p robab i l i t y ,  PSTRNC 

0 parameter used t o  t l m i t  the number o f  f a u l t  vectors used 
I n  compueing the p robab i l i t y  o f  system f a i l u r e  due t o  a 
lack o f  coverage, QPTRNC 

0 parameter a f fec t i ng  the computation o f  the summary informat ion,  
KUT 

0 i d e n t i f l c a t f o n  labe l  f o r  the system represented, TITLE 

0 l og i c  statements t o  form a s ing le  system f a u l t  t ree  

0 I d e n t i f i c a t i o n  label  for the c r i t i c a l  par r  t ree,  TITLE 

0 l og i c  statements f o r  the c r i t i c a l  p a i r  t ree  

2.2.3 NVS Inputs 

The to1 lowing parameters arc necessary fo r  the NVS re1 i a b i  1 i t y  

anal y s i  s . 
0 number o f  ac t i ve  verslons, n 

0 e r r o r  probabi 1 i t y  o f  version # I  ( w i t h  q i = l - p i  ) , p i  

0 co r re la t i on  coe f f l c ten t  between #i and #j ( w i t h  q i  , j = l -p i  ,j), 

0 maximum number o f  versions allowed t o  be f a u l t y  a t  any crosscheck 

p i  S j  

point ,  m* 

0 maximum number o f  versions allowed t o  be f a u l t y  i n  common 
mode, f* 

3.0 INTERFACE DEFINITION 

It f s  desired tha t  the software r e l i a b i l i t y  model be able t o  
be used i n  a stand alone environment o r  i n  conjunct ion wi th  the f a u l t  
t o l e r a n t  system r e l i a b i l i t y  model. Therefore, the in te r face  d e f i n i t i o n  
s h a l l  d l c t a t e  which outputs of the software r e l i a b i l i t y  model must serve 
as inputs  t o  the f a u l t  to le ran t  system reliability model 
t h f s  n i l 1  be done ind i v idua l?y  f o r  the three models! 
and NVS. 

For c l a r i f i c a t i o n ,  
CARSRA, CARE 111, 
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3.1 In te r face  Definition with CARSRA 

The required inputs f o r  the CARSRA model a r e  from three d i f f e r e n t  
sources: (1) inputs i n t o  the so f tware  r e l i a b i l i t y  model; ( 2 )  outputs 
f r o m  the so f tware  r e l l a b i l f t y  model; and ( 3 )  inputs  on l y  f o r  the f a u l t  
t o l e r a n t  system r e l i a b i l i t y  model. Table 1 shows the d i s t r i b u t i o n  o f  
the varlous CARSRA inputs  between these three categories. The inputs  
f r o m  the f i r s t  two categories are t rans fer red  from the software r e l i a b i l i t y  
model i n t o  the f a u l t  t o l e r a n t  system r e l i a b i l i t y  model a t  the i n te r face .  
Hence, the in ter face d e f i n i t i o n  fo r  the CARSRA model i s  shown i n  
Figure 1. Table 2 shows the re la t i onsh ip  between the various outputs 
from the saftware r e l i a b i l i t y  model and the CARSRA inputs  (given i n  the 
second column i n  Table 1). 

3.2 I n te r face  D e f i n i t i o n  with CARE I11 

S i m i l a r  t o  the CARSRA model, the required inputs f o r  the CARE 
I 1 1  model are from the fo l l ow ing  three sources: (1) inputs i n t o  the 
software r e l i a b i l - i t y  model; (2)  outputs from the software r e l i a b i l i t y  
model; and ( 3 )  Inputs on ly  f o r  the f a u l t  t o l e r a n t  system r e l i a b i l i t y  
model. The d i s t r i b u t i o n  o f  the CARE I11 i npu ts  amongst these three categories 
i s  shown i n  Table 3. Figure 1 remains app l icab le  for de f fn ing  the i n t e r f a c e  
o f  the so f tware  r e l i a b i l i t y  model w i t h  the f a u l t  t o l e r a n t  system r e l i a b i l i t y  
model. The correspmdence between the software re1 i a b i l  i t y  model output 
var iables and the CARE I 1 1  i npu t  var iables (g iven i n  the second column 
i n  Table 3 )  i s  shown i n  Table 4. 

3.3 I n te r face  D e f i n i t i o n  w i t h  NVS 

For the NVS model, the required inputs  are i n  the fo l low ing  
two categories: 
(2)  Inputs only f o r  the f a u l t  t o l e r a n t  system r e l i a b i l i t y  model. 
Table 5 shows the breakdown o f  the NVS inputs  in to  these Categories and 
Table 6 gives the re la t i onsh ip  o f  the NVS i npu ts  t o  the software r e l i a b i l i t y  
model outputs, 

(1) outputs from the software r e l i a b i l i t y  model and 

i 
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4.0 CONCLUSION 

With the in ter face de f i n i t i ons  as described, the software r e l i a b i l i t y  
model i s  able t o  be used i n  a stand alone environment or i n  conjunct ion 
w i t h  the f a u l t  t o le ran t  system r e l i a b i l i t y  model. This setup i s  useful  
f o r  error detect ion.  The f i r s t  stage i n  prov idfng f a u l t  tolerance i s  
t o  detect  errors a r i s i n g  from the execution o f  the primary module. 
i t s  execution, the module w i l l  be subjected t o  the  i n te r face  checks provided 
by the under ly ing system. These checks could detect  the consequences 
o f  f a u l t s  i n  the module and hence signal an exception. 

During 
1 ' ) .  

4+ 
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TECHNICAL REPORT 

on 

FORWLATION OF THE SOFlwARE RELIABILITY MODEL 

1 0 INTRODUCTION 

A h ierarch ica l  software r e l i a b i l i t y  model which pred ic ts  the 
r e l i a b i l i t y  o f  software p r i o r  t o  i t s  development i s  proposed. This model 
s h a l l  include both f a u l t  t o l e r a n t  ar.; f a u l t  I n t o l e r a n t  software considerations. 
With t h i s  model measurement o f  the r e l i a b i l i t y  o f  software under develop- 
ment and i d e n t i f i c a t i o n  o f  the data t o  be co l lected t o  make t h i s  evaluat ion 
s h a l l  be possible. 

2.0 SOFI'WARE CHARACTERISTICS 

To handle both f a u l t  to le ran t  and f a u l t  i n t o l e r a n t  software, 
the r e l i a b i l i t y  model shal l  include s ing le version software, N-version 
software, decis ion algorithm(s), recovery block(s) , and acceptance tes t (s ) .  
The software charac ter is t i cs  o f  each o f  these design techniques are d i s -  
cussed i n  the fo l low ing  sections. I n  addit ion, when t r y i n g  t o  specify 
software r e l i a b i l i t y ,  the pr inc ipa l  concern i n  a c t u a l l y  t o  describe the 
ways the software can be unrel iable. Software r e l l a b i l i t y  may be charac- 
t e r i z e d  by a p r o f i l e  t h a t  descrfbes the modes o f  f a i l u r e  t h a t  the software 
can e x h i b i t  as a consequence o f  fau l ts  [DURHAM]. Therefore, the types 
o f  f a u l t s  t h a t  are re la ted  t o  each o f  these design techniques a r e  included 
i n  the fo l low ing  sections. 

2.1 Single Version Software 

This i s  a p r o b a b i l i s t i c  model o f  determin is t ic  or random events. 
Usually, the program execution i s  determinist ic,  whi le  the development 
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process i s  probabilistic. Some examples o f  f a t l t s  t h a t  a re  characteristic 
i n  single version software and must therefore bt! accounted for are:  

a.  Incorrect speci f i c a t i  on 
b. Misunderstood or unclear specification 
c. Algorithmic error (sometimes called a computational or 

logic  error) 
d.  Inpu t  da ta  error 
e.  Program log ic  error 
f ,  O u t p u t  data error 

2.2 N-Version Software 

N-Version software is a faul t-tolerant software technique which 
implements, usually i n  parallel, two or more versions t h a t  are f u n c t i o n a l l y  
equivalent. These versions may be produced independently by separate 
programmfng teams or they may be made explicitly different through examination 
and subsequent forcing of differences i n t o  the versions [KELLY]. Nevertheless, 
when the alternate versions are compared. the faults should be distinguishable 
[HITT84]. Some o f  the faults associated w i t h  N-version software include: 

a .  Specification error 
b. Performance error (due t o  incomplete, inconsistent , 

or ambiguous specifications) 
c. Non-termination error 
d.  A1 gori t h m i  c error 
e. Input data  error 
f .  O u t p u t  data error 

2.3 Deci si on A1 gori thm 

The decision algorithm determines w h a t  the specific output 
should be. The decision algorithm may be a majority vote, a median select, 
a b i t - b y - b i t  comparison ( w i t h  the number of bits t h a t  are t o  be compared 
or  are significant specified), or an average [KELLY]. Some considerations 
to  be made i n  the software design are: 

a. The type of decision algorithm used; 

b. The allowable range o f  discrepancy o f  each i n p u t  from 
a l l  other inputs t o  the decision algorithm; and 

c. The d a t a  sensitivity o f  the decision algori thm. 

L 

'. 
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2.4 Recovery Block 

The reccvery block method I s  a f a u l  t - t o l e r a n t  software technique 
which provides a'l ternate components which may be switched i n  (usua l l y  
s e r i a l l y )  t o  take the place o f  a fau l ty  component t h a t  has been re jec ted  
by the acceptance tes t .  These a1 ternate components are designed independently 
from the main software component ( the primary a1 ternate)  and genera l ly  
on ly  provide p a r t i a l  f u n c t i o n a l i t y  o f  the software component, thus reducing 
i t  t o  a degraded, simpler mode. P r i o r  t o  enter ing an a l ternate,  the 
s tate o f  the process i s  restored t o  that  current  j u s t  before en t r y  t o  
the primary a l te rna te  [RANDELL]. Some examples o f  f a u l t s  t h a t  occur 
i n  the software f o r  recovery blocks include: 

a. Speci f icat ion e r r o r  
b. Performance e r r o r  
c. Non-termination e r r o r  
d. A lgor i  thmic e r r o r  
e. Input  data e r ro r  
f. Output data e r r o r  

2.4.1 Forward Recovery Block 

A forward recovery block restores the system t o  a consis tent  
s ta te  by compensatfng f o r  inconsistencies found i n  the cur ren t  s ta te.  
For a s ing le  processs the forward recovery block technique requi res a 
de ta i led  knowledge o f  the extent of damage done and a s t ra tegy  f o r  f i x i n g  
the inconsistencies [HITT86]. Therefore, f o r  each data abst ract ion,  
exceptions sha l l  be speci f ied as a response t o  run-time attempts t o  v i o l a t e  
i t s  inherent i nva r ian t  propert ies.  These an t ic ipa ted  f a u l t s  can be handled 
by forward recovery block techniques [HIlT84 and CRISTIAN]. 

2.4.2 Backward Recovery Block 

Backward recovery block techniques invo lve  res to r ing  the system 
t o  some previous known correct  s ta te  ( re fer red t o  as ro l l back )  and resca r t i ng  
the computation from tha t  po in t  CHITf861. 
design fau l ts ,  can be handled by a defaul t  exception handler using automatic 
backward recovery IHITT84 and CRISTIAN]. 

Unanticipated fau l ts ,  i .e, 

$ f 
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2.5 Acceptance Test 

An acceptance t e s t  i s  a l o g i c a l  expression o r  a lgor i thm which 
checks the acceptab i l i t y  o f  the resu l t s  ( o r  i npu t )  t h a t  are generated 
by a software component [RANDELL]. The f a u l t s  tha'c a r e  associated w i th  
an acceptance t e s t  include: 

a. Speci f icat ion e r r o r  
b. Performance e r r o r  
c. Algori thmic e r r o r  
d. Input  data e r r o r  
e. Output data e r r o r  

2.6 Rollback 

The ro l lback  recovers the input  s ta te  o f  the software t o  i t s  
condi t ion p r i o r  t o  when an incor rec t  o r  f a u l t y  version was run. 
resets  the software t o  the input  s ta te  necessary t o  run the next version. 
A ro l lback  i s  used i n  connection w i th  a recovery block and hybr id  N-version 
software systems. Fau l ts  t h a t  are character1 s t i c  o f  r o l l  back are: 

This 

a. Spec i f i ca t ion  e r r o r  
b. Input  data e r r o r  
c. Output data e r r o r  
d. Unrecoverable s ta te  

2.7 Roll-F~r~ard 

the ro l l - fo rward  i s  always used i n  connection w i t h  a forward 
recovery block. The ro l l - f o rward  t rans fers  the restored s ta te  obtained 
from the forward recovery block t o  d forward pos i t ion  i n  the system. 
The forward pos i t ion  f o r  t h i s  t rans fe r  depends upon the s ta te  fo r  which 
the forward recovery block has compensated, 
forward include : 

Faults associated w i t h  r o l l -  

a. Spec i f i ca t ion  e r r o r  
b. Performance e r r o r  
c. Input data e r r o r  
d. Output data e r r o r  

? 
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3.0 SORWARE INTERFACES 

Software reliability is a probabilistic measure and is defined 
as the probability that a software error which causes discrepancies from 
specified requirements in a speciffed environment does not lead to a 
failure during a Specified exposure period. 

3.1 Inputs 

The inputs to this software reliability model are the individual 
probabilistic reliability values (or safety, availability, or accuracy 
values, if desired) for the function blocks. These values are either 
obtained from the software reliability data base, estimated by the lines 
of code (and the language), derived experimentally by subjecting the 
function block's software to a number of test cases and counting the 
failures tg determine a reliability value, or from lower (detailed) level 
models. The fnputs should be real numbers with a range of 0.0 L 
probabilistic relfability value (or safety, availability, or accuracy 
value) 1.0. 

3.2 Outputs 

The output of the software reliability model i s  the overall 
probabilistic reliability value (or safety, availability, or accuracy 
values, if desired) of the closed loop block diagram. The output can 
also be for different levels within the hierarchical software reliability 
model , ranging from simple, high level block diagrams to .complex, detailed 
block diagrams. 

3.3 Conmuni cations 

When first developed, a function block may be considered to 
be highly reliable, but if the software o f  that function is subsequently 
rarely used or tested, the confidence in that reliability value may be 

1 
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much lower than i t  would be w i th  extensive use and tes t ing .  Two such 
examples are a backup bus c o n t r o l l e r  and the auto land c a p a b i l i t y  on 
some a i r c r a f t .  (The auto land capab i l f t y ,  on some a i r c r a f t ,  i s  checked 
on ly  whi le  the a i r c r a f t  prepares f o r  takeof f  and then no t  again dur ing 
the e n t i r e  f l i g h t  u n t i l  i t  i s  ac tua l l y  needed f o r  landing.) 

4.0 SOfWARE FUNCTIONS 

The model i s  represented using cont ro l  system no ta t i on  f o r  
model representation. Each software module i s  considered t o  represent 
a transformation o f  inpu t  t o  output. While a s ignal  f low graph could 
be used, a simulation diagram equivalent t o  the f low graph has been selected. 

4.1 Menu Selectjon 

Each module can be represented by a t rans fer  f unc t i on  whose 
type i s  a unique fcon. 
f o l l ow ing  icons: 

The software sha l l  enable menu se lec t i on  o f  t he  

a. Structure Icons 
0 s ing le version software 
0 N-version software ( the number o f  versions must be 

sped f i e d  by the user) 
0 decis ion a lgor i thm 
0 recovery block ( the  number o f  a l ternates must be 

speci f ied by the user) 
0 acceptance t e s t  
0 ro l lback  
0 r o l  1-forward 

b. Transfer Icons 
0 forward path 
0 pos i t i ve  feedback 
0 negative feedback 
a pos i t i ve  feed-forward 
0 negative feed-forward 

I 

I t  sha l l  be possible t o  place these icons along a d i sp lay  such 
t h a t  a block diagram i s  formed. Each o f  the  s t ruc tu re  icons s h a l l  represent 

a funct ion i n  the software t h a t  i s  under development. 

! 
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4.1.1 Placement Requirements 

decision a1 go 
the original 
w i  11 continue 
o u t "  (reaches 
run [SONERIU] 

The structure icons, given i n  Section 4 . l . a ,  are l isted as 
independent enti ties. 
must be coupled w i t h  a decision algorithm i n  the general formats depicted 
i n  Figures 1-4. 

x o f  the versions are run  a t  a time. 

However, when N-version software is  chosen, 1 t 

Figure 3 represents an N-version software model i n  which only 
I f  these x versions fa i l  a t  the 

ithm, then the software i s  "rolled back" (or restored to  
n p u t  s ta te ) ,  and another x versions are r u n .  This cycle 
u n t i l  the decision a lgor i thm passes, the software "times 
i t s  maximum time l imit) ,  or ai i o f  the versions have been 

Acceptance r h  
0 
U 

Decision T 
A1 gori t h m  P . U 

T 

I 1 Version 1 

P -[Version 2 
N 

1-1 
* 

Rot 1 back 

Figure 4. N-Version Software i n  tlhich the Outputs are 
Subjected to  an Acceptance Test i f  the 
Decision Algorithm Fails [SCOll'] 

When the recovery block i s  chosen, i t  should be used w i t h  an  
acceptance test i n  a format similar to: 
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I Acceptance I I Alternate 1 
N 
p 7 1 Alternate 2 I - 
U U ternate N T 

Figure 5. General Fonnat o f  a Backward Recovery Block 

U 
T 

1 Alternate 1 I n 
Acceptance - I Alternate 2 1-1 Test /- 1 Alternate N 1 

1- Rol l  back 

m 1 Roll-Forward 1- 
. 
I 

Figure 6. General Format o f  a Forward Recovery Block 
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A var ia t ion o f  the forward recovery block format might be: 

I [ Alternate 1 I 
N 
P .. -1 L Alternate 2 1 

Alternate N ' I '  1 

Acceptance 

U 
T 

Rollback :- - Roll-forward et J 
Figure 7. A l te rna t i ve  Format f o r  a Forward Recovery Clock 

Section 4.1 l i s t s  the decis ion algor i thm and acceptance t e s t  
independently of the N-version software and recovery blocks t o  a1 low 
f o r  the var iat ions i n  the format. This permits the decision a lgor i thm 
and acceptance t e s t  t o  be used independently, as wel l  as i n  conjunct ion 
w i t h  t h e i r  respective pa i r s  [(N-version software and decision a lgor i thm)  
and (recovery block and acceptance tes t ) ] .  
and acceptance t e s t  as separate e n t i t i e s  requires t h a t  each N-version 
software, decision algorithm, recovery block, and acceptance t e s t  module 
have ind iv idual  r e l i a b i l i t y  values. This should mprove the accuracy 
o f  the t ransfer  functions f o r  t h i s  po r t i on  o f  the diagram since i t  w l l l  
accommodate var ia t ions i n  the implementation o f  t ese concepts. (Reference 
Section 6.0). - 

Keeping the decision a lgor i thm 

4.2 Federal Avla t ion  Administrat ion (FAA) 
Function C r i t i c a l i t y  Categories 

the system funct ions sha l l  be c l a s s i f i e d  as c r i t i c a l  essent ia l  
o r  non-essential, according t o  the e f fec ts  o f  malfunctions o r  desfgn 
errors .  The categories are defined as: 
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a. C r i t i c a l  - Functions f o r  which the occurrence o f  any 
f a i l u r e  condi t ion or design error would 
prevent the continued safe f l i g h t  and 
landing o f  the a i r c r a f t .  

b. Essent ia l  - Functions fo r  which the occurrence o f  any 
f a i l u r e  condition or design e r r o r  would 
reduce the c a p a b i l i t y  o f  the a i r c r a f t  or 
the a b i l i t y  o f  the crew t o  cope w i t h  adverse 
opera t i  ng cond i ti ons . 

c. Non-Essential - Functions f o r  which f a i l u r e s  o r  design 
er ro rs  could no t  s i g n i f i c a n t l y  degrade 
a i r c r a f t  capabi 1 i t y  o r  crew abi  1 i ty. 

The most c r i t i c a l  funct ion of a system w i l l  determine the category o f  
the whole system unless tha t  system has been pa r t i t i oned  i n t o  elements 
having d i f fe ren t  categories. Correspondingly, the software l e v e l s  used 
throughout t h i s  repor t  are Level 1, Level 2, and Level 3. The software 
l eve l  requi red fo r  c e r t i f i c a t i o n  o f  funct ions i s  based upon the appl icable 
c r i  t i c a l  i ty  category. Level 1 i s  associ ated wi th the c r i t i c a l  category, 
Level 2 with the essent ia l  category, and Level 3 wi th  the non-essential 
category [RTCA] . 
4.3 Function Block Reliability 

It s h a l l  be possible t o  determine the t rans fer  func t ion  ( " r e l i a b i l i t y " )  
fo r  the func t ion  blocks i n  the block diagram through the use of a software 
re1 i a b i  1 i t y  model which addresses dynamic measurements. These t rans fe r  
functions are o f ten  avai tab le through previous research and w i  11 consequently 
be furnished i n  the software r e l i a b i l i t y  data base. (Reference Subtask 
4.4.4, Define Data Required f o r  the Software Re l i ab i l i t y 'Da ta  Base and 
Set Up the Data Base). 

Furthermore, the  FAA c r i t i c a l i t y  categories w i l l  be supplied 
for each o f  the t ransfer  funct ions t o  i d e n t i f y  which o f  the funct lon 
blocks or parameters s t rongly  e f f e c t  the ove ra l l  system c r i t i c a l  1 ty. 
Any va r ia t i on  i n  the c r i t i c a l i t y  o f  these funct ion blocks would have 
a dramatic e f f e c t  on the overa l l  c r i t i c a l i t y  estimate and i t s  associated 
confidence leve l .  
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4.3.1 k t a i  l e d  Function Blocks 

This h ierarch ica l  software r e l i a b i l i t y  model may be used w i t h  
varying l e v e l s  o f  d e t a i l  [and consequently w i l l  provide varying degrees 
o f  accuracy (Reference Section 6.1.)]. Figure 8 gives a simple example 
of a possible s i tuat ion.  
o f  the software funct ioning c o r r e c t l y )  may be subs t i tu ted  f o r  each funct ion 
block. This w i l l  p e n i t  the determination o f  the ove ra l l  system r e l i a b i l i t y .  
(Reference Section 4.5.) However, t h i s  i s  a very high l e v e l  model, and 
as such, the accuracy o f  the r e l i a b i l i t y  values tend t o  be not as good 
as might be desired. 
version s o f t ~ ~ r e ,  N-version software, decision algor4 thm, recovery block, 
and acceptance t e s t )  can ac tua l l y  be broken down i n t o  more de ta i l ed  func t i on  
blocks, dependent upon the possible f a u l t s  associated w i t h  the software. 
These f a u l t s  were discussed i n  Sections 2.1 through 2.7. 

A detai led diagram f o r  the s ing le version software func t i on  
block and the decision algor i thm funct ion block are given i n  Figure 9. 
With reference t o  Sections 2.1 and 2.3, Tables 1 and 2, respect ively,  
show the associat ion between the i d e n t i f i e d  f a u l t s  and the po r t i on  o f  
the diagram i n  Figure 2 i n  which they would occur. Therefore, the r e l i a b i l i t y  
o f  each o f  the de ta i led  func t ion  blocks i n  Figure 8 i s  a p r o b a b i l i t y  
o f  success f o r  t h a t  po r t i on  [or  1.0 - ( the p r o b a b i l i t y  t h a t  the associated 
f a u l t ( s )  l i s t e d  i n  Table 1 or 2 f o r  the de ta i l ed  func t ion  block w i l l  
occur) 1. 

I n  t h i s  example, r e l i a b i l i t y  values ( p r o b a b i l i t y  

Each o f  the software design techniques ( s ing le  

4.3.2 Function Block States 

The four possible states f o r  any o f  the func t ion  blocks ( d e t a i l e d  
o r  n o t )  are: 

a. the funct ion block f a i l s  (an e r r o r  i s  detected i n  the 
funct ion block) and i t  i s  corrupt (contains one o r  more 
e r r o r )  ; 

b. the funct ion block passes, ye t  i t  i s  corrupt; 
c. the funct ion block f a i l s  and i t  i s  e r r o r  free; and 
d. the function block passes and i t  i s  e r r o r  free. 

1 
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Figure 8. Simple Block Diagram Example 
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Faults 

' In correct 
Speci f i cation 

Mi sunderstood 
or Unclear 

Specification 

Algorithmic 
Error 

Input Data 
Error 

Program 
Logic Error 

Output Data 
Error 
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Detailed Function Blocks 
L 

I n p u t  Input o u t p u t  Input /  
Val ldi ty Integrity Algorithm Forma t o u t p u t  

X X X X X 

X X X X X 

In tegri ty  

I I I I 

X X X X X 

X X 

X X X X X 

X X 

Table 1. Correlation of Faults with the Detailed Port!ons 
o f  the Single Version Software Function Block 

P 
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Faults 

Input Range 
Error  

Input 
Val i d i  ty 

X 

Algorithmic 
Error 

Deta i led Function Blocks 

output 
Format 

I I 

Table 2. Correlat ion of Faults wi th  the Detai led Portions 
o f  the Decision Algorithm Function Block 

Input/ 
output 

I n t e g r i t y  

X 
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. 
Error . Error Error 
Exists Detected Cor r e  c t ed 

Function Function 
Block 

State i n  the i n  the i n  the 

ck %Y!:lO" 
a T T T 

a T T F 

b T F N/A 

C F f N/A 

d F F N/A 

. 

A mathematical truth table for these s t a t e s  i s  given in Table 3.  

Re1 i- Avai 1 - 
Safe able able 

T T T 

T T* F 

F F F* 

T F F 

T T T 

Key: 

N/A = not  applicable * * True o r  False (the common i n t e r w e t a t i o n  1s given) 

Table 3. Truth Table o f  Function Block States 
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4.4 Software R e l i a b i l i t y  Data Base 

A software r e l i a b i l i t y  data base s h a l l  be establ ished t o  s t o r e  
r e l i a b i l i t y  values for the various funct ion blocks i d e n t i f i e d  i n  the 
software r e l i a b i l i t y  model. These software ' r e l l a b i l i t y  values w i l l  be 
co l lec ted  from research performed and documented I n  technical  repor ts ,  
The use o f  these r e l i a b i l i t y  values w i l l  provide a more accurate est imat ion 
o f  the  software r e l i a b i l i t y  and the confidence associated w i th  t h i s  est imate. 

4.5 System R e l i a b i l f t y  

The function blocks w i l l  each have an associated t r a n s f e r  func t ion  
( " r e l i a b i l i t y " ) .  The overa l l  system r e l i a b i l i t y  i s  determined v i a  b lock 
diagram reduct ion techniques, thus g iv ing the overa l l  system t r a n s f e r  
funct ion.  

the s ignal- f low diagram 
reduct ion technique 4s used t o  determine the overa l l  system t r a n s f e r  
func t ion  ( ' r e l i a b i l i t y " ) .  The signal- f low diagram i s  useful  i n  analyzing 
mul t ip le- loop feedback systems and i n  determining the effect of a p a r t i c u l a r  
element or parameter I n  an overa l l  feedback system, whereas the b lock 
diagram i s  useful i n  the design and analysis of sections o f  a feedback 
system. Block diagram reduct ion techniques become tedious and t ime consuming 
as the number of feedback paths increases. To solve complex problems, 
i t  i s  much simpler t o  use the theorems and proper t ies o f  s ignal - f low 
graphs. 

on the proper t ies o f  s ignal - f low graphs. The general expess ion  for 

I n  t h i s  software r e l i a b i l i t y  model 

The equations used I n  this analysis fo l low S. 3. Mason's theorems 

the (closed loop) system t rans fer  funct ion uslng the 
reduct ion technique i s  given by 

'K~K*K R e l i a b i l i t y  = -- A 

s i  gnat -fl ow d i  agwm 
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where 

A 1 - IL1 + ZL2 - 213 + ... + (-1)"  U n ,  
L1 = the gain o f  each closed loop i n  the graph, 
L2 * the product o f  the loop gains o f  any two non-touching 

L3 

Ln a the product o f  the loop gains o f  any n non-touching 

GK = the g a i n  o f  the Kth forward path, 
OK * the value o f  A f o r  t ha t  p a r t  of the graph no t  touching the 

closed 1 oops, 

closed 1 oops , 

closed 1 oops , 

the product o f  the loop gains of any three non-touching 

Kth forward path [SHINNERS]. 

The transfer funct ion f o r  N-version software and recovery blocks 
are  dependent upon the number o f  versions o r  a l te rna tes  (n). 
software, the t rans fer  funct ion i s  

Cn 

i =1 

For N-version 

1 - ( I  - a i )  

w i t h  
n = the number o f  versions i n  the N-version software; 

C(n,r) = the number o f  r combinations o f  an n element set; 
Cn = C(n.2); 
= = the product o f  r e l i a b i l i t i e s  o f  the i - t h  combination 

i = 1, 2, 3, .... Cn; 
t = [(n/2) + 13 i f  n i s  an even number; and 
z * [(n t 1)/2]  i f  n i s  an odd number. 

required f o r  success; 

For a recovery block, the t rans fer  f unc t i on  i s  

w i t h  G i  = the r e l i a b i l i t y  value f o r  a l te rna te  1 and 
i = 1 , 2 , 3  ,... n. 
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The r e l i a b i l i t y  values ( t rans fer  funct ions)  f o r  the hybr id  
N-version software and the recovery b lock  w i l l  vary i f  no t  a l l  o f  the 
n versi0n.s o r  n a l ternates are used. The above equations w i l l  g ive a 
higher r e l i a b i l i t y  value than the actual s i t u a t i o n  i n  these cases. Sections 
6.1.1 and 6.1.2 discuss the accuracy of the r e l i a b i l i t y  va lues ' fo r  the 
+version software and recovery block and how they can be ca lcu lated 
t o  r e f l e c t  the actual  s i tua t ion .  
w i t h  these equations). 

the r e l i a b i l i t y  value, one exception t o  t h i s  i s  w i th  ro l lback  o r  any 
feedback block. For any feedback path, the t rans fer  funct ion of the 
equivalent block i n  the path i s  (1.0 - r e l f a b i l i t y  value). 
I f 1  f o r  a f u r the r  explanation and proof). 
feed-forward paths. The t rans fe r  funct ion o f  the equivalent block i n  
a feed-forward path ( f o r  example, ro l l - forward)  i s  (1.0 - r e l i a b i l i t y  
value). (Refer t o  Appendix I V  f o r  addi t ional  information.) 

(See Appendices I and I1 f o r  some examples 

Although the t rans fer  funct ion f o r  most of the funct ion blocks i s  

(See Appendix 
The second exception i s  wi th 

4.5.1 Silap:e, High Level Model Example 

F;r a sample problem invo lv ing  a simple, h igh l eve l  model, 
the example given i n  Figure 8 w i l l  be used. 
w i l l  be a commonly used a lgor i thm o r  process, and therefore, i t  w i l l  
have a high r e l i a b i l i t y  which i s  well documented and stored i n  the software 
r e l i a b i l i t y  data base. For t h i s  example, the r e l i a b i l i t y  w i l l  be 0.9991. 

The N-Version Software w i l l  have three indepedent versions, 
running i n  pa ra l l e l .  This i s  a common form o f  N-Version Software, but 
no t  one w i th  the highest r e l i a b i l i t y .  Through the user 's tests ,  i t  i s  
determi;.ad t h a t  t h i s  funct ion block w i l l  have a r e l i a b i l i t y  o f  0.994. 

The Decision Algor i thm w i l l  take an average o f  the outputs 
from the N-Version Softdare, excluding 
the t im ing  constraints,  This type of 3cc is ion Algor i thm has a high r e l i -  
a b i l i t y  since i t  does no t  have a range check or any other  source fo r  
determining the v a l i d i t y  o f  the output. This Decision Algor i thm w i l l  
no t  e l im ina te  any erroneous outputs and w i l l  n o t  detect  the occurrence 

The Single Version Software 

version which does no t  meet 
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of correlated faults. The declsion algorithm is simple (and consequently 
highly reliable), but it is not albays the most desirable since its simpli- 
city detracts from its capability o f  detecting errors. For this example, 
it is assumed that the reliability of the Decision Algorithm is 0.988. 

The Recovery Block is a backward recovery block with a primary 
alternate and two additional , extremely simplified alternates. The Recovery 
Block is of a common form and its reliability can be obtained from the 
software reliability data base. 
value o f  0.97. 

algorithm which is commonly used in various models. 
as determined from the software reliability data base, will be 0.9997. 

to its condition upon entry to the Recovery Block. 
o f  the data from its memory location. 
form o f  Rollback will be assumed to be available in the software reliability 
data base. For this example, the reliability is 0.9999. This makes 
the transfer function for the Rollback equal to (1.0 - 0.9999). 
the final paragraph in Section 4.5.) 

For this example, it will have a reliability 

The Acceptance Test is an output format check. This i s  a simplistic 
The reliability, 

Finally, the Rollback recovers the input state o f  the software 
This is a retrieval 

The reliability of this common 

(Reference 

Hence, for this example, 

L1 = (0.97) x (0.9997) x (+1.0 - 0.9999) 
Lp through Ln = 0 
G1 

G2 through GK - 0 
A1 1 

0.0000969709 

(0.9991) x (0.994) x (0.988) x (0.97) x (0.9997) 
= 0.951467 

A 8 1 - (+0.0000969709) 0.99990302 

Therefore , 

Reliability = ( 0*951467) ( l )  s 0.951559 
(0.99990302) 

Reliability = 0.95. 
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4.5.2 Complex, High level Model Example 

The complex. h igh  level model example will be as shown i n  Figure 
10. Block (1) i s  a Single Version Software block. For this example, 
i t  will be a simple algorithm w i t h  a reliabil i ty value of 0.998. 

i n  which only three versions are run a t  a time. 
Software was shown i n  Figure 3). For this example, i t  i s  assuned t h a t  
the reliabil i ty value for the N-Version Software i s  0.999. 

In this example, the Decision Algorithm will be a median select w i t h  
a reliabil i ty value of 0.983. 

of the o u t p u t  from the Decision Algorithm is correct. I f  the Decision 
Algbri t h m  failed, then the software will Roll back af ter  the Acceptance 
Test. Similarly, i f  the Acceptance Test fa i l s ,  then the software will 
Rollback to the N-Version Software. The i n p u t  t o  the Acceptance Test 
will be stored to accommodate for the Rollback from the Recovery Block. 
For this  example, the reliabil i ty value for the Acceptance Test will 
be 0.992. 

alternate and two additional alternates. 
value o f  the Recovery Block will be 0.976. 

this example, i t  i s  assumed t h a t  the re1 i a b i  1 i ty value for this Acceptance 
Test i s  0.995. 

( 7 ) .  This is  a retrieval of the data that was stored prior to entry 
into Acceptance Test #1. For this example, the reliabil i ty value for 
this Rollback i s  0.996. Thus,  the transfer function for this block is  

Block (2 )  i s  N-Version Software w i t h  nine independent versions 
(This type of N-Version 

Block (3) i s  the Decision Algorithm for the N-Version Software. 

Block ( 4 )  i s  an Acceptance Test which will  check t h a t  the range 

Block ( 5 )  i s  a Recovery Block of the common form w i t h  a primary 
For this example, the reliabil i ty 

Block ( 6 )  i s  the Acceptance Test for the Recovery Block. In  

The Rollback for the aackward Recovery Block is given i n  block 

(1.0 - 0.996). 
The Rollback for the N-Version Software is  given i n  block (8 ) .  

For this example, the reliability value i s  0.997. Consequently, the 
transfer func t ion  i s  (1.0 - 0.997). .- ' 
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(1) Single Version Software 
( 2 )  N-Version Software 
( 3 )  Decision Algorithm 
( 4 )  Acceptance Test #1 
( 5 )  Recovery Block 
( 6 )  Acceptance Test # Z  
( 7 )  Rollback #1 0-  Backward Recovery Block 
(8 )  Rollback #2 0-  N-Version Software i n  Which 

Only x Versions are Used a t  a Time 
( 9 )  Acceptance Test #3 

Figure 10. Complex, High Level Model Example 

0 
U 
T 

- e  
U 
T 



F ina l l y ,  b lock ( 9 )  i s  an Acceptance Test which checks the f i n a l  
output against the input.  For t h i s  example, Acceptance Test # 3  w i l l  
have a r e l i a b i l i t y  value o f  0.95, g iv ing  a t rans fe r  func t ion  o f  (1 .0 
- 0.95) .  

Hence, f o r  t h i s  example, 

Closed Loop 1 = (0.999) x (0.983) x (0.992) x (1.0 - 0.997) 

= 0.0029225 

Closed Loop 2 = (0.992) x (0.976) x (0.995) x (1.0 - 0.996) 

= 0.0038534 

Closed Loop 3 = (0.998) x (0.999) x (0.983) x (0.992) x 
(0.976) x (0.995) x (1.0 - 0.95) 

= C.0472068 

ZL1 = (Closed Loop 1) + (Closed Loop 2) + 
(Closed Loop 3)  

= 0.0029225 + 0.0038534 + 0.0472068 

= 0.0539827 

L2 through Ln 0 

G 1  (0.998) x (0.999) x (0.983) x (0.992) x (0.976) x (0.995) 

= 0.944135 

G2 through GK = 0 

A 1  1 

A 8 1 - (0.0539827) = 0.9460173 

Therefore a 

R e l i a b i l i t y  = n 0.9980103 00944135) ( l )  ( 
(0.9460173) 

R e l i a b i l i t y  = 0.998. 



4-24 

4.5.3 Simple, Deta i led Level Hodel Example 

. _  
>* 
I- ' ,_ 

: r  

An example o f  a simple, de ta i led  l e v e l  model i s  given i n  
Figure 9. For t h i s  example, the s t ructure icons would a l l  be s ing le  
version software and the t rans fe r  fcons would be e i t h e r  forward path 
o r  p o s i t i v e  feedback (Reference Section 4.1.). Hence, an equivalent 
block diagram f o r  t h i s  de ta i l ed  block diagram i s  given i n  Figure 11. 

I n  Figure 11, block (1)  i s  a Single Version Software block 
which checks the input  set. 
value w i l l  be assumed t o  be ava i lab le  i n  the software r e l i a b i l i t y  data 
base. For t h i s  example, the r e l i a b i l i t y  value f o r  block (1) i s  assumed 
t o  be 0.98. 

Block ( 2 ) ,  a Single Version Software block, w i l l  represent 
an i npu t  i n t e g r i t y  check. 
and can consequently be found i n  the software r e l i a b i l i t y  data base. 
For t h i s  example, the r e l i a b i l i t y  value w i l l  be 0.97. 

an algorithm. For t h i s  example, the a lgor i thm w i l l  be a simple one. 
Therefore, the r e l i a b i l i t y  value f o r  t h i s  t rans fe r  block w i l l  be assumed 
t o  be 0.992. 

Block ( 4 )  w i l l  represent an output format check, performed 
by a Single Version Software block. For t h i s  example, the r e l i a b i l i t y  
value f o r  this Single Version Software w i l l  be 0.996. 

used t o  perform an input/output i n t e g r i t y  check i n  which the output i s  checked against  
the i n p u t  t o  v e r i f y  the i n t e g r i t y  o f  the i npu t  data. For t h i s  example, 
the r e l i a b i l i t y  value f o r  block ( 5 )  w i l l  be 0.964. Hence, the t rans fe r  
func t ion  f o r  t h i s  b lock .w i l1  be (1.0 - 0.964). 

This i s  a common process, so the r e l i a b i l i t y  

It w i l l  be assumed t h a t  t h i s  a lgor i thm i s  common 

Block ( 3 )  i s  a Single Version Software block which performs 

The f ina l  Single Version Software block, b lock ( S ) ,  w i l l  be 

Thus, f o r  t h i s  example, 

L1 ' (0.98) X (0.97) x (0.992) x (0.996) x (1.0 - 0.964) 
8 0.033812 
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4 
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L2 through Ln 0 

G 1  
8 0.9392232 

G2 through GK = 0 
A 1  8 1 
A 8 1 - (0.033812) 0.966188 

(0.98) x (0.97) x (0.992) x (0.996) 

Therefore 

R e l f a b i l i t y  - ( 0*9392232) I 0.9720916 
(0.966188) 

R e l i a b i l i t y  = 0.97. 

4.6 Safety 

Safety i s  concerned w i t h  the s ta te  i n  which the funct ion block 
f a i l s  (an error  i s  detected), but  the funct ion block i s  e r r o r  f ree.  
Although a function block i s  considered t o  be unsafe when the system 
i s  unrel iable, safety also covers t h i s  ext ra state.  Hence, 

safety = [ ( the  p r o b a b i l i t y  t h a t  an e r r o r  e x i s t s  and i t  i s  
detected) + ( the p r o b a b i l i t y  that  no e r r o r  e x i s t s ) ]  

o r  

safety = [l - ( the p r o b a b i l i t y  t h a t  an e r r o r  e x i s t s  and i t  
i s  not detected)] 

while r e l i a b i l i t y  9 [ ( the p r o b a b i l i t y  that  an e r r o r  e x i s t s  
and i t  i s  detected) + ( the p r o b a b i l i t y  
t h a t  no e r r o r  e x i s t s  and no e r r o r  i s  
detected)] 

or 

re1 i a b i  1 i t y  = { l  - [( the p r o b a b i l i t y  t h a t  an e r r o r  exists,  
but  the e r r o r  i s  n o t  detected) + ( the  proba- 
b i l i t y  t h a t  no e r r o r  ex is ts ,  but  an e r r o r  
i s  detected)] } 

Therefore, safety 2 re1 i a b i  1 i ty. 

5 
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Actually, the software reliability model can be used to determine 
the safety o f  the high level models.' Instead o f  usin, reliability values 
for each function block, in the determination of the overall transfer 
function, if tne safety value for each of the function blocks is used 
in the calculations, the resultant value will be the safety of 'the overall 
sys tem. 

4.7 Availabi1ity 

As with reliability and safety, availability can be determined 
through the use of the software reliability model. To do so, the availability 
values should be used for each function block in the determination of 
the overall transfer function. 8y using availability values instead 
of reliability values, the resultant value will be the availability of 
the overall system. 

The availability values are determined as follows: 

availability = [(the probability that an error exists, it 4s 
detected, and i t  is corrected) + (the proba- 
bility that no error exists and no error is 
detected)] 

or 

availability = 11 - [(the probability that an error exists, 
it is detected, but it is not corrected) + (the 
probability that an error exists and no error 
is detected) + (the probabilfty that no error 
exists and an error is detected)]} 

Therefore, 0 $ availability $ 1.0. By comparison to reliability 
and safety, availability 5 reliability safety. 

3 I 
i 
c + 
9 
7 
1 
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I 
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I f  a software component should execute i n  1 msec. , a time- 
could detect software faults t h a t  cause the execution time t o  exceed 
1 msec. Many o f  the reliabil i ty model's timing constraints deal w i t h  
the f a u l t  tolerant portions where the entire process (fault  detection, 
daidage assessment, recovery, and f a u l t  treatment) must take place fas t  
enough t o  satisfy real-time requirements. 
software method i s  used, real-time systems must arrive a t  a consistently 
correct solution w i t h i n  the time frame determined by the control system 
dynamics. 
e.g,, the system goes unstable since the hard deadlines for code execution 
are rnissed."[HITT86] 

"NO matter which f a u l t  tolerant 

Failure can occur due t o  excessively long response times, 

6.0 ACCURACY CONSTRAINTS 
' I  

The accuracy and reliabil i ty of the N-version s,oftware, decision 
algorithm, recovery block, and acceptance tes t  are dependent upon the 
way i n  which these concepts are implemented. 
software may be implemented as: 

For example, N-version 

a.  two independent versions 
b. three indpendent versions 
c. more t h a n  three independent versions 
d. an N-version software model i n  which only x versions 

are r u n  a t  a time, and i f  these versions fai l  for some 
reason, then x or less of the remaining (N-x) versions 
are run .  

are r u n ,  and i f  these x versions fai l  for some reason, 
a different combination of x versions i s  run, and so on. 
(NOTE: 
because titis implementation groups different combinations 
o f  x versions. Item d ,  however, uses x versions, and f f  
they f a i l ,  the x versions are i n  essence thrown out and 
a completely new group of x versions are used; not a new 
combination of x versions, b u t  x completely new versions.) 

( T h i s  i s  depicted I n  Figure 3.) 
e. an N-Version model i n  whfch a combination of x versions 

This concept i s  different from item d ,  above, 

Some of the differences which affect the reliabil i ty and accuracy 
of the decision algorithm are: 
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a. ma jo r i t y  vote; 
b. median select ;  
c. average; and 
d. the decis ion algor i thm only considers those values which 

are i n  ce r ta in  range and then i t  uses one o f  the methods 
(a, b, OP c),  above. 

The recovery b lock 's  accuracy and r e l i a b i l i t y  depend on the 
fo l lowfng items ( t o  name a few): 

a. backward 
i . )  how f a r  i t  r o l l s  back; and 

i i . )  the number o f  a l ternates avai lab le.  
b. forward 

i .) how f a r  i t  r o l l s  forward; and 
ii.) the accuracy o f  the value(s) assigned p r i o r  t o  

the r o l l .  

. 

Some o f  the concepts t h a t  a f f e c t  the accuracy and r e l i a b i l i t y  
o f  the acceptance t e s t  depend on: 

a. the range o f  the values accepted; 
b. the r a t e  o f  change determination f o r  the variables; and 
c. the format o f  the data. 

Needless t o  say, a1 1 o f  these implementation charac ter is t i cs  
must be considered and w i l l  a f f e c t  the accuracy o f  the r e l i a b i l i t y  values. 
Sections 4.1 and 4.1.1 discuss how the software r e l i a b i l i t y  model i s  
se t  up t o  accommodate the implementation var ia t ions.  With t h i s  software 
re1 i a b i l  i t y  model design, the accuracy i s  improved since these considerations 
can be taken i n t o  account i n  the assignment o f  r e l i a b i l i t y  values (or 
accuracy -- see Sections 6.1 and 6.1.1 through 6.1.3 -- o r  safety o r  
a v a i l a b i l i t y  values) t o  the funct ion blocks. 

6.1 Accuracy 

The accuracy o f  the software re1 i a b i  1 i t y  model w i l l  depend 
upon the accuracy of the i nd iv idua l  values that  are used as the t rans fe r  
funct ions f o r  each o f  the funct ion blocks. 
nf 5 mode! w i t h  detailed function blocks w i l l  be be t te r  than the high 

In most cases, the accuracy 

. I  
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leva1 software r e l i a b i l i t y  model since the accuracy of the ind iv idua l  
t ransfer  functions w i  11 be improved (Reference Section 4.3.1. ). 

funct ion blocks' t ransfer  functions w i l l  depend upon the method used 
t o  obtain such values. I f  the values are obtained f r o m  the software 
r e l i a b i l i t y  data base, then the accuracy of these values are indicated 
i n  the technical reports f o r  the research method tha t  determined the 
values. I f  the values a r e  obtained through the use of a d f f f e r e n t  software 
r e l i a b i l i t y  model , then the accuracy i s  dependent on the type o f  model 
used. Regardless, accuracy values can be obtained f o r  any and a l l  
o f  the transfer functions, and therefore, an accuracy for the overa l l  
software r e l i a b i l i t y  value can be calculated. 

The accuracy o f  the r e l i a b i l i t y  values tha t  are used for  the 

6.1.1 Accuracy o f  the Hybrid N-Version Software 

The accuracy o f  the hybr id N-version software re1 i a b i l  i t y  value 
(o r  safety or a v a i l a b i l i t y  values) depends upon the number o f  versions 
t h a t  are ac tua l l y  used. (Reference Figure 3 f o r  an example of a hybr id  
N-version software.) Usually, i f  the software i s  run and only  y o f  the 
n versions are used, then the r e l i a b i l i t y  value (or safety o r  a v a i l a b i l i t y  
values) has been overrated by considering the addi t ional  (n-y) versions 
i n  the ca lcu lat ion o f  the t rans fer  function f o r  the hybr id  N-version 
software. Certainly, i f  i t  i s  known tha t  only y o f  the n versions are 
ac tua l l y  being used, then the ca lcu lat ion o f  the t rans fer  funct ion f o r  
the N-version software should on ly  include those y versions. (See Appendix 
I ,  Example 3 ,  f o r  a demonstration o f ' t h i s  accuracy e f fec t . )  

-- 
6.1.2 Accuracy o f  the Recovery Block 

The recovery block, by de f in i t ion ,  consists o f  n at  ternates. 
Of these n alternates, on ly  one i s  run a t  a time, and only  if tha t  a l te rna te  
f a i l s  w i l l  the software ro l lback and run the next a l ternate.  Hence, 
i f  less than the n al ternates are ac tua l l y  used, the r e l i a b i l i t y  (or 
safety or a v a i l a b i l i t y )  of the recovery block w i l l  general ly decrease. 
Furthermore, t h i s  decrease i n  the recovery block's t ransfer function 
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0.9998 
0.999 

~ 0,997 
0.995 i 0.9999 I 0.00005 

( r e l i a b i l i t y ,  safety, o r  a v a i l a b i l l t y  value) w i l l  cause a decrease i n  
t h e  ove ra l l  software r e l i a b i l i t y  value ( o r  sa fe ty  or a v a i l a b i l i t y  value), 
ca lcu la ted  wi th the software r e l i a b i l i t y  model. (See Appendix I 1  f o r  
some recovery block calculat lons that  address the e f f e c t  on accuracy 
when fewer than the n al ternates are a c t u a l l y  used,) 

6.1.3 Accuracy Example for  the Software Re1 l a b i l i t y  Model 

To demonstrate the use o f  the software r e l i a b i l i t y  model f o r  
an ac:vacy calculat ion,  the simple block diagram shown i n  Figure 8 and 
the example i n  Section 4.5.1 w i l l  be usea. 
minat ion i s  t o  assign accuracy values t o  each o f  the blocks. 
example, the fo l low ing  values w i l l  be used: 

The f i r s t  step i n  t h i s  deter- 
For t h i s  

Function Block 
Accuracy 

Val ue 
Transfer 
Function 

Single Verslon Software 
N-Version Software 
Decision Algori thm 
Recovery Block 
Acceptance Test 
Ro l l  back 

+ 0.0002 
7 0.001 
7 0.003 
5: 0.005 
T 0.0001 
7 - 0.00005 

Table 4. Accuracy Values for  the Simple Block Diagram Example 

These accuracy values r e f l e c t  the accuracy o f  the r e l i a b f l i t y  values 
t h a t  a re  used i n  the simple, h igh leve l  model example. 

Opposite o f  the software r e l i a b i l i t y  model calculat ions,  the 
t ransfer functions f o r  the blocks are (1.0 - Iacctlracy va lue l ) ,  except 
f o r  ro l lback,  ro l l - forward, the equivalent block w i t h i n  a feedback loop, 
o r  the equivalent block w i t h i n  a feed-forward path, which use the absolute 
value o f  the accuracy value. The respective t rans fe r  funct ions are l i s t e d  
i n  Table 4. 

' "  
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Hence, f o r  t h i s  example, 

L1 = (0.995) x (0,9999) x (0.00005) = 0.0000457 
L2 through Ln = 0 
G1 = (0.9998) x (0.W) x (0.997) x (0.995) x (0.9999) 

G2 through CK = 0 
A 1  a 1 
A 8 1 - 0.0000497 1 0.9999503 

= (0.9907257) 

Therefore , 

(0.9907257) x (1) 
(0.9999503) 

Accuracy = 1 - 
= 1 - 10.99077491 f 2 0.0092251 

Accuracy = - + 0.00923. 

7.0 RESPONSE TO UNDESIRED EVENTS 

The software re1 i a b i  1 i t y  model described here in assumes independence 
between the funct ion blocks. This model neglects the existence o f :  

a. m u l t i p l e  f a u l t s  which produce d i s s i m i l a r  outputs bu t  are 
manifested by the same inpu t  condi t ions,  o r  

b. re la ted  software design f a u l t s  causing i d e n t i c a l  i n c o r r e c t  
outputs. 

The e r ro rs  tha t  are manifested by these fau l t s  a r e  known as co inc ident  
e r r o r s  and cause a degradation i n  the r e l i a b i l i t y  ( o r  safety o r  a v a i l a b i l i t y ) .  
Therefore, t o  improve the accuracy of the software r e l i a b i l i t y  model 
the co inc ident  e r ro rs  must be considered. This might be done w i t h  an 
analys is  s im i la r  t o  t h a t  suggested by Dave E. Eckhardt, Jr. and La r ry  
D. Lee. The analysis makes the assumptions t h a t  ( 1 )  the input  se r ies  
X i ,  X2, ....* I s  s ta t i ona ry  and independent and ( 2 )  the versions of Software 
components a re  designed independently [ECKHARDT]. 

I , 
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I 
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When evaluat ing the p robab i l i t y  of co inc ident  e r ro rs ,  the area 
o f  concern i s  the N-version software. This ana lys is  i s  in te res ted  i n  
the p r o b a b i l i t y  t h a t  t o r  more of the funct ions f a i l  a t  the same time, 
w i t h  t = (n/2) i f  n i s  even and t = [ (n  + 1) /2 ]  i f  n i s  odd. The fo l l ow ing  
analys is  w i l l  g ive a conservative estimate (maximum poss ib le)  o f  the 
p r o b a b i l i t y  of coirtcident e r ro rs  f o r  the N-version software. This value 
might be subtracted from the transfer f unc t i on  of the N-version software 
block t o  produce a conservctive value (minimum) o f  the r e l i a b i l i t y  ( o r  
sa fe ty  o r  a v a i l a b i l i t y )  o f  the N-version software and consequently a 
conservat ive estimate (minimum) o f  the ove ra l l  software r e l i a b i l i t y  value 
( o r  sa fe ty  o r  a v a i l a b i l i t y  value). 

e r r o r s  (E). 
The fo l low ing  equation gives the maximum p r o b a b i l i t y  o f  co inc ident  

w i t h  n = the number o f  versions i n  the N-version software; 
GI = the r e l i a b i l i t y  (or safety o r  a v a i l a b i l i t y )  value f o r  

version i; 
i = 1, 2,...n; 

GL = the la rges t  r e l i a b i l i t y  ( o r  safety  or a v a i l a b i l i t y )  value 
among the group o f  r versions being evaluated; 

t - (n/2) i f  n i s  an even number; 
t = [ (n  + 1)/2] i f  n i s  an odd number; 

(?) * the number o f  r combinations o f  an n element set; and 
(?)* = the actual r combinations of (1 - GI) values f o r  the 

d i f f e r e n t  versions i n  ati n element se t  o f  versions. 

(See Appendix I f o r  some examples which coqsider the e f f e c t  o f  co inc ident  
er rors . )  

8.0 ASSUMPTIONS 

The assumption:: t h a t  are f requent ly  made w i t h  the  var ious software 
methods are described below, along with the reasons f o r  such assumptions. 
These assumptions are l o g i c a l l y  grouped below the  corresponding software 

... 
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t o  benefit t h e  reader, In  the development of this software reliabil i ty 
model, i t  i s  assumed that the software of the function blocks will have 
complete probabilistic independence. 
for any I l l  effects t h a t  result from this basic assumption. 

However, Section 7 .0  t r ies  t o  accommodate 

Sinule Version Software 

a. 

b. 

C. 

d. 

Errors are not always corrected when detected and errors 
may be spawned when correcting errors. 

The time t o  remove a failure i s  considered t o  be negligible 
and i s  ignored, 

Inputs which  exerci se the program are randomly selected. 

The failure rate a t  any time is  proportional to the currerrt 
number o f  errors remaining i n  the program [PRATER]. 

N- Versi on $of h a r e  

a. To benefit from increased reliabil i ty,  N-version assunes 
the probability of a common fault among the versions i s  
extremely low. 

b. When a fault  i s  determined, the damage incarred i s  limited 
t o  the encapsulaticn of  the individual software versions 
and the overall function t h a t  the versions are performing. 

Decision Alqori thm 

a. For a majority vote, i t  i s  assumed that damage will be 
limited t o  the versions i n  the minority when the decision 
algorithm i s  invoked. 

h. I t  i s  possible for  a majority vote t o  yield an incorrect 
result i f  a majority of the inputs arc Incorrect. 

Recovery Block 

a.  Faults will manifest themselves w i t h i n  a recovery region. 

b. The a1 ternate versions of software components are indepeqdent 
such t h a t  correlated faults are either eliminated or reduced 
to an  acceptably low level. 

c. The n alternate blocks are independent from the acceptance 
tes ts  [HITT84]. 

Acceptance Test 

a .  The acceptance tes t  will recognize the faults. 

i 
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The t rans fer  funct ion 
f o l  1 owi ng equation : 
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APPENDIX I 
SOFTlJARE CALCULATIONS 

f o r  N-version software i s  given by the 

Cn 
1 

w i t h  n = the number of versions i n  the N-version software; 
Cn = C(n,t) = the number o f  z combinations o f  the n 

element set; 

required for  success; and 
= the product of r e l f a b i l i t i e s  o f  the i - t h  combination 

i = 1, 2 ,.... Cn. 
t = [(n/2) + 11 i f  n i s  an even number 
t = [(n+1)/2] if n i s  an odd number 

The fo l low ing  examples u t i l i z e  t h i s  equation. 

Example 1 

software whose outputs go i n t o  a decision a lgor i thm w i l l  be analyzed. 
For t h i s  example, the N-version software w i l l  cons is t  o f  f i v e  versions. 
The r e l i a b i l i t y  values f o r  the f i v e  versions and the dec is ion a lgor i thm 
are given i n  Table S. 

Using the block diagram shown i n  Figure 1, a system w i t h  N-version 

I Software Component 1 R e l i a b i l i t y  Value I 
Version 1 
Version 2 
Version 3 
Version 4 
Version 5 

Decision Algor i  thm 

0.77 
0.82 
0.65 
0.91 
0.89 
0.997 

Table 5. R e l i a b i l i t y  Values for  the Software Components 
i n  the Figure tha t  Represents the  General 
Format for N-Version Software 

c 
c 
b 

n 
I 
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To determine t5e overa l l  software r e l i a b i l i t y  value f o r  t h i s  
block diagram, the t rdns fer  func t ion  f o r  the N-version software, which 

f i r s t  be determined. Hence, the t rans fer  func t ion  f o r  the N-version 

l i s  dependent upon the number o f  versions ( i n  t h i s  example n = 5 ) .  must 

software (NVS) i s  

By subs t i t u t i ng  i n  the appropr iate r e l i a b i l i t y  values, 

NVS 8 1 - [1-(0.77)(0.82)(0.65)J[1-(0.77)(0.82)(0.9l)J x 
[ 1-( 0.77 ) (0.82) (0.89) J [ 1- (0.77) (0.65) (0.91) J x 
[ 1-( 0.77) (0.65) (0.89)] [ 1-( 0.77) (0.91) (0.89)] x 
[ 1-( 0.82) (0.65) (0.91) J [ lo(0.82) (0.65) (0.89)] x 
[ 1-( 0.82) (0.91) (0.89) ] [ 1- (0.65) (0.91) (0.89)] 

= [l - (1-0.41041)( 1-0.574574)( 1-0.561946)( 1-0.455455) x 
(1-0.445445)( 1-0.623623)( 1-0.48503)( 1-0.47437) x 
( 1-0.6641 18) ( 1-0.526435)] 

8 [l - (0.58959)(0,425426)(0.438054)(0.544545)(0.554555) x 
(0.376377) (0.51497) (C. 52563) (0.335882) (0.473565 ) ] 

8 1 - 0.0005377 0.9994623 

NVS = 0.99946 

By apply ing the software r e l i a b i l i t y  model i n  Section 4.5, 

Ly through Ln 0 
G1 = (0.3994b) x (0.997) = 0.9964616 
G2 through GK - 0 
A 1  = 1 
A = I  
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Therefore 

Reliability = 0.996. 

The probability of coincident errors (E) should be determined 
and subtracted from the transfer funct ion for the N-version software 
to improve the accuracy of the reliability value of the N-version software 
and the accuracy o f  the overall software re1 i a b i  1 i t y  value. 
Section 7.0.)  For t h i s  example, 

(Reference 

The groups for (2) would be 

w i t h  respective GL values being 

The GL values can be grouped as G2 + 6 x G 4  + 3 x Gs. 

The groups for  P). 4 would be 

G ~ G Z G ~ G ~ ,  G&G3Gg, GyG2GqG5, 6 1 6 3 G 4 6 5 ,  and G2G3G4Gg9 

w i t h  the respective GL values being G 4 ,  Gg, G 4 ,  64, and G4.  This gives 



b i  

4- 4c 

Therefore, 

E = ( 1 - c ~ ) ~  + 6 x (1-G4)3 + 3 x ( ~ - G s ) ~  i 4 x ( ~ 4 ) ~  + 
( l -G5I4  + (1-G4I5 

( 1-0.89)4 + (1-0.91)5 

' . '  * =  (1-0.82)3 + 6 x (1-0.91)3 + 3 x (1-0.89)3 + 4 x (1-0.91) 4 + 

= (0.18)3 + 6 x (0.09)3 + 3 x (O.W3 + 4 x (0.09)4 + 

= 0.005832 + 0.004374 + 0.003993 + 0.0002624 + 0.0001464 + 
( 0 . 1 1 ) ~  + ( 0 . 0 9 ) ~  

0.0000059 
E = 0.0146137. 

Subtract ing E from the t rans fer  func t ion  f o r  the N-version software gives 

NVS 0.9994623 - 0.0146137 0.9848486 
NVS = 0.98485. 

L 1  through Ln t 0 
G 1  8 (0.98485) x (0.997) * 0.9818955 
62 through GK t 0 
A1 = 1 
b = 1  

Hence, the adjusted R e l i a b i l i t y  value i s  

R e l f a b i l i t y  = 0.982. 

Example 2 
This example w i l l  evaluate the overa l l  r e l i a b i l i t y  f o r  the 

system shown in Figure 2. I n  t h i s  example, the N-version software w i l l  
cons is t  o f  four versions, Each o f  the outputs from the N-version software 
are submitted t o  an acceptance t e s t  ( the  i den t i ca l  acceptance t e s t  i s  
used for a l l  four  versions), and then the outputs from the acceptance 
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Software Component 

t e s t  are input  t o  the decis ion algorithm. The r e l i a b i l i t y  values f o r  
each o f  the software components are given i n  Table 6. 

. R e l i a b i l i t y  Value 

Version 1 
Version 2 
Version 3 
Version 4 

Acceptance Test 
Decision Algorfthm 

0.86 
0.79 
0.94 
0.68 
0.98 
0.93 

Table 6. R e l i a b i l i t y  Values f o r  the Software Components 
i n  the  Figure t h a t  Represents the N-Version 
Software with Acceptance Tests 

F i r s t ,  the t ransfer  funct ion for the N-verslon software (NVS) 
must be determined. I n  t h i s  example, 

By subs t i t u t i ng  i n  the appropriate r e l i a b i l i t y  values, 

NVS { 1 - [l - (0.86)(0.79)(0.94)][1 - (0,86)(0.94)(0.68)] x 
[ 1 - (0.86) (0.79) (0.68) J [ 1 - (0.79) (0.94) (0.68)] 

8 [l - (1-0.638636)( 1-0.549712)( 1-0,461992)( 1-0.504968) J 
8 [ 1 - (0.361364) (0.450288) (0.538008) (0.495032) ] 
8 1 - 0.0433368 = 0.9566632 

NVS 8 0.95666. 

By applying the software r e l i a b i l l t y  model i n  Section 4.5, 

L1 through Ln * 0 

G1 
G2 through GK 8 0 
A 1  1 
A 8 1  

(0.95666) x (0.98) x (0.93) 8 0.8718999 
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I .. 

R e l i a b i l i t y  = 0.872; 

The probabi l i ty  of coincident e r rors  ( E )  f o r  t h i s  example i s  

The groups for ($)* are 

Their  respective GL values are  GI, G3,  GI, G3, G2, and G3. These values 

can be grouped its 2 x G1 + 2 x C2 + 2 x G3. 

The groups f o r  (!>* are  GIG&, GIG&, G1G3G4, and GzG$q.  
This gives G 1  + with  the GL values G3, GI, G3, and G3, respect ive ly .  

3 x G3. 
The group for (ip i s  G1GpGgGq wi th  GL = G3. 
Hence , 

E 0 2 x ( 1 4 1 ) ~  t 2 x (1-G2)2 + 2 x ( 1 - G j ) 2  + ( ~ - G I ) ~  + 
3 x (10G3)~  + 

+ 3 x (1-0.94)3 t (1-0.94)4 

(0.06)3 + (0 .06)4 

8 2 x (100.86)' + 2 x ( 1 0 0 . 7 9 ) ~  + 2 x (1-0.94)2 + (100.86)~  

8 2 x (0.14) + 2 x (0 .21)  + 2 x (0 .06)2  t (0 .14)3 + 3 x 

= 0.0392 + 0.0882 + 0.0072 + 0.002744 + 0.000648 + 0.000111296 

2 2 

E = 0.1380049. 
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Re-evaluating the r e l i a b i l i t y  value for the N-version software and the 
overa l l  software r e l i a b i l i t y  value give 

NVS 1 0.9566632 - 0.00001296 * 0.9566503 
NVS = 0.95665 
L1 through Ln = 0 
61 1 (0.95665) x (0.98) x (0.93) = 0.8718908 
62 through GK = 0 
A1 1 
A 

Therefore, the adjusted r e l i a b i l i t y  value i s  

R e l i a b i l i t y  = 0*8718908 t 0.8718908 
1 

Re1 i a b i  1 i t y  = 0.872. 

Example 3. 

software i n  which only  x verions are used a t  a time (reference Figure 

3) .  
w i l l  be nine. Three o f  the versions w i l l 8  be run a t  a time, and t h e i r  
outputs sent t o  the decis ion algorfthm. 
th’en the  system w i l l  ro l lback,  and the next three versions w i l l  be run. 
This cyc le  w i l l  continue u n t i l  the decis ion a lgor i thm passes o r  u n t i l  
a l l  o f  the versions i n  the N-version software have been run. Table 7 
gives the r e l i a b i l i t y  values f o r  each of the components I n  t h i s  example. 

which only  x versions are used a t  a t ime (NVSx) must be determined. 
The t rans fer  funct ion i s  a combination of the equations i n  Section 4.5 
f o r  N-version software and a recovery block since the usage of x versions 
a t  a time i s  N-version software, but apply ing ro l lback  and going through 
another x versions incorporates the concept o f  a recovery block. Hence, 
the t rans fer  funct ion f o r  the N-version software i n  which oaly x versions 
are used a t  .a time i s  

This example w i l l  be more complicated, i nvo l v ing  N-version 

For t h i s  example, the number o f  versions i n  the N-version software 

If the decis ion a lgor i thm f a i l s ,  

F i r s t ,  the t rans fe r  funct ion fo r  the N-vers’on software i n  
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7 
' .'. 

, ' .I 

Software Component 

Version 1 
Version 2 
Version 3 
Version 4 
Version 5 
Verslon 6 
Version 7 
Version 8 
Version 9 

Decision Algor i thm 
Rot 1 back 

Re1 i a b i  1 i t y  Value 

0.84 
0.71 
0; 66 
0.87 
0.92 
0.90 
0.73 
0.85 
0.78 
0.91 
0.99 

Table 7. 
. 

R e l i a b i l i t y  Values f o r  t he  Software Components 
i n  the Figure t h a t  Represents the  N-Version 
Software i n  Uhich Only x Versions are Used 
a t  a time 

By subs t i tu t ing  i n  the appropr iate r e l i a b i l i t y  values f o r  t h i s  example, 

NVSx { 1-[ 1-( 0.84) (0.71)][ 1-( 0.84) (0.66)] [ 1-( 0.71) (0.66)]} 
+ [ 1- {l-[ 1-( 0.84) (O.71)][ 1-( 0.84) (0.66)] [ l o (  0.71) (0.66)]] ] 

+ [ 1-{ 1- [ 1-(0.84) (0.71 ) I  [ la(0.84) (0.66 I [ 1-(0 7 1 ) (0.66)]} 3 
x { 1-[ 1- (0.87) (0 .92) ]  [ l - (  0.87) (0.90)] [ 1-(0.92) (0. go)]} 

x [l- [ 1- [I-(  0.87) (0.92) ] [ 1- (0.87) (0.90 ) I  b ( O . 9 2 )  (0 .  SO)]} ] 
X -  { 1-[ lo(0.73 I .O. 85)][ 1-( 0.73) (0.78)] [ I-( 0.85) (0.78)]} 

L .  

, 

x 
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* [l-( 1-0.5964)( 1-0.5%4)( 1-0.4686)] + (I-[  1 0.5964) x 

(1-O.594)( 1*0.4636)]! x [1-(1-0.8004)(1-0.783)( 1-0.828)] 
+ { 1~[1-(1-O.5964)(1-0.5544)(1-0.4686)]} x { 1-11-(1-0.8004) x 
(1-0.783)( 1-0.828)]} x [l-( 1-0.6205)( 1-0.5694)( 1-0.663)] 

* [l-( 0,4036) (0.44%) (0. %4)] + 1-1 1-( 0.4036) (0.4456) x 
(0.5314)]] x [1-(0.1996)(0.217)(0.172)~ + (1-[1-0.4036) x 
(0.4456) (0,53lC)]j x f 1-[ I-( 0,1996) (0.217) (0.172) J }  x 
[ 1- (0.3755) (0.4306) (0.337 ) j 

8 (1-0.095f69187) + [I-( 1-0.095569187) J x (1-0.007449870$) 
+ [ l o (  1-0.095569187)] x [l-( 1-0.00744?8704)] x (1-0.0550701) 

= 0.9044309 + (1-0.9044309)(0.9925501) 4 (1-0.9044309) x 
( 1-0.992S501) (0.9449299) 

= 0.9044309 + 0.0948571 + 0.000672771 
NVSx = 0.9999608 

\ 

By applying the software r e l i a b i l i t y  models 

L1 = (0.9999608) x (0.91) x (1-0.99) = 0.009099643 
[The transfer  function f o r  rollback i s  (1.0 - r e l i a b i l i t y  value). 
Section 4.5.)] 

(Reference 

L2 through Ln 0 
G1 = (0.9999608) x (0.91) 8 0.9099643 
G2 through GK = 0 
A 1  8 1 
A 1 - 0.009099643 0,9909004 

Therefore 

R e l i a b i l i t y  = = 0.9183207 0*9099643) (l) ( 
(0.9909004) 

Re1 i abi 1 i ty  = 0.918. 
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The accuracy o f  the hybr id  ti-verslon software reliability v a l u e  
will be a f f e c t e d  i f  not  all o f  the n versions are used. (Reference Section 
6.1.1.) For t h i s  examole, i t  i s  assumed that only s i x  o f  t h e  n ine versions 
are actually used. This g i v e s  

= 0.90C4309 + 0.0948571 

NVSx = 0.999288 

L1 
L2 through Ln 0 
GI * (0,999288) x (0.91) * 0.90935208 
G2 through GK = 0 

(0.999288) x (0.91) x (1-0.99) f 0.009093521 

01 = 1 
A 1-0.0090935 = 0,9909065 

Hence, the overall software reliability value with n = 6 is 

0.90935208) X (1) = 0.9176972 Reliability = ( 

Reliability 0 0.9177 with II = 6. 
(0.9909065) 

It i s  more difficult to determine the probability of coincident 

The coincident errors between 
Then, since this example Combines 

errors for this example. 
groups o f  x versions need to be analyzed. 
all o f  the n versions are irrelevant. 
the equations for N-version software and a recovery block, the probability 
o f  coineident errors must be subtracted only from the N-version software. 

For instance, only the coincident errors within the 
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The probability of errors for the f i r s t  group of three versions 
i s  

The groups for ($! are G l G q ,  G1G3, and GzGg, w i t h  GL a 2 x G1 + G2. 
The group for ( 3 )  i s  G l G 2 G 3  w i t h  GL 61. 

Hefice 

€1 = 2 x ( 1 4 1 ) ~  + (1-G2)' + ( ~ - G I ) ~  
= 2 x (1-0.84)2 + ( 1 0 0 . 7 1 ) ~  + (1-0.84)3 
= 0.0512 + 0.0841 + 0.004096 

E l  0.139396. 

The probabilfty o f  errors for the second group of  three versions 
i 'S 

The groups for ((it are GqG5, 6466, and 6566. w i t h  GL = 2 x 65 + 66. 
The group for 3 i s  6gG& w i t h  GL = 65. 

The value for €2 i s  

€2 = 2 x ( ~ 5 ) ~  + ( 1 - ~ 6 +  + (i-~513 
= 2 x (1-0.92)2 + ( 1 0 0 . 9 0 ) ~  + (1-0.92)3 
= 0.0128 + 0.01 + 0.000512 

E2 0.023312. 

The probability of errors for the third group of three versions 
i s  

E3 ( 2 ( ~ - G L )  2 + (3)* 3) ( ~ - G L )  3 . 
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The groups of ( 2 3). for E3 are G7G8, G7Gg. and GSGg, with GL = 2 x 68 
+ Gg. The group of (i)* i s  G7GgGg with GL = Gg. 

Hence, 

E3 * 2 x ( 1 0 0 . 8 5 ) ~  + (1-0.78)' + (100.85) 3 

= 0.045 + 0.0484 + 0.003375 

E3 = 0.096775. 

Considering these probabili t i e s  when the transfer function 
for the N-version software ( i n  which only x versions are used a t  a time) 
i s  calculated gives 

(1-0.095569187 - E l )  + [l-(1-0.095569187 - E l ) ]  x 
(1-0.0074498704 - E2)  + [1-(1-0.095569187 - E l ) ]  x 
[l-(1-0.0074498704 - Ee)]  x (1-0.0550701 - E3) 

(0.9044309 - E l )  + (1-0.9044309 + E1)(0.9925501 - E21 
+ (1-0.9044309 + E1)(1-0.9925501 - E2)(0.9449299 - E3) 

(0.9044309 - 0.139396) + (0.0955691 + 0.139396)(0.9925501 - 0.023312) + (0.0955691 + 0.139396)(0.0074499 + 0,023312) 
x (0,9449299 - 0.096775) 

' \  

, 9 -  

I '  

I '  

= 0.7650349 + (0.2349651) (0.9692381) + (0.2349651) (0.0307619) 
x (0.8481549) 

0.7650349 + 0.2277371 + 0.0061304 
NVSx = 0.9989024. 7 
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The overal l  software r e l i a b i l i t y  value w i t h  the coincident e r r o r s  considered 
fs determined as 

L l  * (0.9989024) x (0.91) x (1-0.99) 
L2 througir Ln = 0 
G 1  = (0.9S89024) x (0.91) 8 0.9090012 
62 t h rough  GK = 0 
A1 1 
A 8 1 - 0.0090900118 0.99091 

0.0090900118 

Therefore 

Example 4. 
The hybrid N-version software format, shown i n  Figure 4, wi l l  

be evaluated i n  this example. In this example, the N-version software 
will consist of three versions.  The outputs of these versions are fed 
i n t o  a decfsion algorithm. I f  the decfsfon algorithm fa i l s ,  t h e n  the 
software will rollback and run  through the three versions again. However, 
this time the outputs of the versfons are i n p u t  t o  a n  acceptance test 
p r i o r  t o  e n t r y  t o  the decis ion algorithm. For chis example,. i t  i s  assumed 
t h a t  the r e l i a b i t i t y  values for the individual software components are 
as given i n  fab le  8. 

The transfer funct ion for the N-version software i s  

NVS 1-( 1-6162)( 1-6163)( l-GzG3) 
1-[ 1- (0 67 (0.78) 31 l*(O 67 ) (0.89) ] [1-(0 I 78) (0.89 ) 1 

8 I - (  1-0.5226) ( 1-0.5963) ( 1-0.6942) 
= 1- ( 0.4774) i 0.4037 j ( 0.30%) 

NVS * 0.94106428. 

il 
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I Software Component I R e l i a b i l i t y  Value I 
Version 1 
Version 2 
Version 3 

Accegtance T e s t  
Deci s ion Algorithm 

Roll back 

0.67 
0.78 
0.89 
0.86 
0.88 
0.98 

Table 8. R e l i a b i l i t y  Values f o r  t he  Software Components 
f n  the Figure t h a t  Represents the N-Version 
Software i n  Which the Outputs a re  Subjected t o  
an Acceptance Test f f the Decf sion A1 g o r i  thm 
Faf 1s 

The var iables o f  the software r e l i a b i l i t y  model are 

Closed Loop #1 = (0.94106428) x (0.88) x (1-0.98) = 0.01656273 
Closed Loop #2 = (0.94106428) x (1-0.86) x (0.88) x (1-0.98) 

= 0.0023187824 
[Remember tha t  the t rans fer  funct ion o f  the equivalent block i n  a feedback 
o r  feed-forward path i s  (1.0 - r e l i a b i l i t y  value).] 

ZL1 = Closed Loop bl + Closed Loop #2 = 0.018881512 
tL2 through ELn = 0 
G1 8 (0.94106428) x (0.88) 8 0.82813657 

G3 through GK = 0 
hi 1 
A 2  1 
A3 through A K  = 0 

62 8 (0.94106428) x (1-0.86) x (0.88) 0.11593912 

A 9 1 - ZL; 1 - 0,018881512 0.981118488 * 

Therefore 

0.82813657 x 1) + (0.11593912 x 1) 
(0,981 11840P) 

o,g622444 R e l i a b i l i t y  = ( 

Re1 l a b i  1 i t y  = 0.962. 
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D 

To improve the accuracy o f  the software re1 i a b i  1 i t y  model , 
the p robab i l i t y  o f  coincident er rors  (E) might be considered. 
Section 7.0. )  For t h i s  example, 

(Reference 

The groups f o r  (1) are GiGp, G1G3, and G2G3 with respective GL values 
of G2, G3,  and G3, o r  G2 + 2 x G3. The group f o r  (iy i s  GIG& w i t h  
GL G3.  

Thus , 

E = (1-G212 + 2 x (l-G3)' + ( 1 . ~ 3 ) ~  
(1-0.78)2 + 2 x ( l -0 .89)2  + (1-0.89)3 

= ( 0 . 2 2 ) ~  + 2 x (0.11)2 + (0.1113 
= 0.0484 + 0.0242 + 0.001331 

E = 0.073931. 

By subtract ing the p r o b a b i l i t y  of coincident e r ro rs  from the N-version 
software t rans fer  function, a conservative value of the r e l i a b i l i t y  value 
fo r  the N-version software and the ove ra l l  software r e l i a b i l i t y  value 
can be determined. 

NVS 0.94106428 - 0.073931 0.86713328 
Closed Loop #1 = (0.86713328) x (0.88) x (1-0.98) = 0.015261546 
Closed Loop #2 = (0.86713328) x (1-0.86) x (0.88) x (1-0.98) 

ZL1 8 0.015261546 4 0.0021366164 
ZL2 through ZLR = 0 
61 (0.86713328) x (0.88) 0.76307729 
62 * (0.86713328) x (1-0.86) x (0.88) = 0.10683082 
G3 through Gg = 0 
A 1  1 

A3 through A K  * 0 

= 0.0021366164 
0.017398162. 

A 2  1 

A 1 - Z L 1  * 1 - 0.0!?398162 * 0.98269184 
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i 

, -  

E-:: 

Therefore 

0.76307729 x 1) + (0,10683082 x 1) 
II 0.&8531089 Reliabillty = ( 

(0,98260184) 

Rdliabflity * 0.885. 
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? 
i 

APPEIJOIX I1 
RECOVERY BLOCK CALCULATIONS 

The t rans fer  funct ion fo r  a recovery block i s  dependent upon the 
number of a l ternates i n )  tha t  are used. This t rans fer  funct ion i s  ca lcu lated 
w i t h  the fo l low ing  equation: 

G1 + ( 1  - Gy)G2 + (1  - S1)(1 - Gp)G3 + .... 
w i t h  G i  = the r e l i a b i l i t y  value f o r  a l te rna te  i and 

i = l , 2 , 7  ,... n. 

The examples below demonstrate the determination o f  the overa l l  software 
r e l i a b i l i t y  value w i th  t h i s  equation and the software r e l i a b i l i t y  model. 

Exc3j le 1 
Figure 5 shows the general format of a backward recovery block. 

For t h i s  example, the number o f  a:ternates w i l l  be four. The r e t i a b i l i t y  
value f o r  each o f  the software components i s  l i s t e d  i n  Table 9. 

- 

I I I Software Component 1 R e l i a b i l i t y  Value 

I I 

I 
Al ternate 1 
Al ternate 2 
A l ternate 3 
Al ternate 4 

Acceptance Test 
Ro 1 1 bac k I 

I 

0.86 
0.75 
0.79 
0.84 
0.91 
0.93 

I I 

f a b l e  9. R e l i a b i l i t y  Values for the Software Components 
i n  the Figure that  Represents the General 
Format o f  a Backward Recovery Block 
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The transfer  function f o r  the recovery block (RB)  i s  

k 

21 
11 

0.86 + (1 - 0.86)(0.75) + (1 - 0.86)(1 - 0.75)(0.79) + 
(1 0.86)(1 - 0.75)(1 - 0.79)(0.84) 

= 0.86 + (0.14)(0.75) + (0.14)(0.25)(0.79) + 
(0.14) (0.25j(0.21)(0.84) 

= 0.66 + 0.105 + 0.02765 + 0.006174 
RB = 0.998824 

The variables o f  the software r e l i a b i l i t y  model w i l l  be 

L1 (0.998824) x (0.91) x (1.0 - 0.93) 8 0.0636251 

[Recall tha t  the t ransfer  function d r  rollback i s  (1.0 - r e l i a b i l i t y  value). 
This was defined as such i n  Section 4.5.1 

12 through Ln = 0 
GI * (0.998824) x (0.91) 
G2 through GK = 0 

A2 through AK 0 

0.9089298 

A1 8 1 

A 8 1 - 0.0636251 = 0.9363749 

Therefore, 

R e l i a b i l l t y  = ( 0*9089298) ( l )  8 0,9706901 
( 0.9363749 ) 

Reliabflity = 0.97. 
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A s  was discussed in Section 6.1.2, if only two o f  the alternates 
are  actually used, a1 t h o u g h  the recovery block supplies four a1 ternater , 
this will decrease the re1 iability of the recove!.y block and consequently 
decrease the overall software re1 lability. The following calculatfons show 
thls. 

R8 G1 + (1 - G )G2 
L1 
L2 t h rough  Ln = 0 
Gi = (0.965) x (0.91) * 0.9085298 
G2 t h r o u g h  Gg * 0 
A 1  = 1 
A 2  through AK * 0 
A 1 - 0.0614705 0.9385295 

0.86 + ( 1  - 0.86)(0.75)  

(0.965) x (0.91) x (1 - 0.93) = 0.0614705 
= 0.86 + 0 . d  = 0.965 

Hence 

Reliability * ( 0*9089298) (l) I 0.9684616 
( 0.9385295) 

Reliability = 0.968 when only two of the alternates are used. 

Example 2 

6. This examp?s will evaluate the overall software reliability of this  figure 
(six alternates will be used: one primary alternate and five additional 
a1 ternater), with the reliability values assigned as shown in Table 10. 

The general format of a forward recovery block i s  shown in Figure 

The transfer function f o r  the recovery block (RB! i s  . 
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Software Component Reliability Value 

\ 
6 
\ 

, ,  

\ 

I '  . 
I 

A l ternate 1 
Alternate 2 
Al ternate 3 
Al tarnate 4 
A1:etnate 5 
A l ternate 6 

Acceotance Test 
Rot 1 back 

Ro; 1-carwar0 

0.81 
0.72 
0.73 
0.74 
0.85 
0.86 
0.97 
0.98 
0% 89 

Table 10. Reliability Values for the Software Components 
fn the Figure that  Represents the General 
Format o f  a Forward Recovery Clock 

* 0.81 + ( 1  - 0.81)(0.72) + ( 1  - 0 . 8 1 ) ( 1  -0 .72)(0.73)  + 
( 1  - 0.81) (1  - 0 .72 ) (1  - 0.73) (0 .74)  + 
( 1  - 0 .81 ) (1  - 0 . 7 2 ) ( 1  - 0 . 7 3 ) ( 1  - 0.74)(0.85)  + 
( 1  - 0 .81 ) (1  - 0.72) (1  - 0 . 7 3 ) ( 1  0 .74 ) (1  - 0.85) (0 .86)  

= 0.81 + (0 .19)(0.72)  + (0 .19)(0.28)(0.73)  + 
(0 ,19)  (0 .28)  (0 .27)  (0.74) + (0 .19 )  (0.28) (0 .27)  (0 .26)  (0 .85)  + 
(0.19 ) ( 0.28) (0.27 ) ( 0.26) (0 .15)  (0 .86)  

= 0.81 + 0.1368 + 0.038836 + 0.01062936 + 0.003174444 + 0.00048176856 

= 0.99992157256 
RB = 0.9999216. 

With the software r e l i a b i l i t y  models 

11 * (0,9999216) x (0 .97)  x ( 1  - 0.98)  0.019398479 

[Note tha t  the t ransfer  funct ion fo r  rollback i s  (1 .0  - r e l i a b i l i t y  value).] 

L2 through Ln 0 
GI m (0.9999216) x (0 .97)  * 0.96992395 
G2 8 (0.9999216) x (0 .97)  x ( 1  - 0.98)  x ( 1  - 0.89) = 0.0021338327 
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[Remember t h a t  the t ransfer  funct ion for ro l l back  And roll-forwara are (1.0 
- r e l l a b f l i t y  value). This was discussed I n  Sec:'on 4 . 5 . 2  

G3 through GK 0 
A 1  a 1 

A 3  through OK a 0 
6'2 = 1 

A 8 1 - 0.019398479 = 0.98060152 

Therefore , 

0.96992395 x 1) + (0.0021338327 x 1) R e l i a b i l i t y  = ( 
(0.98060152) 

= (0.97205778)/(0.98060152) = 0.49128725 
R e l i a b i l i t y  0.931. 

Discussion o f  the Results: 

This r e s u l t  i s  as expected. With j u s t  the n a l te rna tes ,  acceptance 
tes t ,  and ro l lback,  the  overa l l  r e l i a b i l i t y  would be 

(0.9999216 ) (0.97 ) R e l i a b i l i t y  - 
1 - (0.9999216)(0.97)(1 - 0.98) 

R e l i a b i l i t y  = 0.9891112 s 0.989. 

The ro l l - fo rward  should increase this r e l i a b i l i t y  value, as I t  does. 

To evaluate the effect, on accuracy when less  than the n a l te rna tes  
( i n  t h i s  example n = 6) are ac tua l l y  used, the r e l i a b i l i t y  of t h i s  example 
w i l l  be evaluated w i t h  n = 3 ,  n * 4, and n = 5. 

For n = 3,  
RB = G1 + (1 - G1)Gz + ( 1  - Gl)(l - G2)Gg 

= 0.81 + (1 - 0.81)(0.72) + (1 - 0.81)(1 - 0.72)(0.73) 
= 0.81 + 0.1368 + 0.038636 

RB = 0.985636 

1 
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Using  the software re1 fabill ty model, 

L1 s (0.985636)(0.97)( 1 - 0.98) 0.019121338 
L2 through Ln * 0 
61 = (0,985636)(0.97) e 0.95636692 

G3 through GK 0 
G p  = (0.9856?6)(0.97)( 1 - 0,98)(1 - 0.89) 0.0021032472 

c1 = 1 
9 = 1 
A 3  ihrougn A K  = 0 
2 8 1 - 0.019121328 8 0.98087866 

0.95606692 x 1) + (0.0021033472 x 1) 0.97684803 gives Reliability = ( 
(0.98087866) 

Reliability - 0.977. 
For n = 4, 

RB = 0.81 + 0.1368 + 0.038836 + 0.01062936 
RB * 0.99626536 

Using the software reliability models 

L; a (0.99626536)(0.97)(1 - 0.98) 
L2 through Ln 8 0 
G1 = (0.99626536)(0.97) = 0.9663774 
62 
G3 through GK = 0 
A1 = 1 
A 2  1 
A 3  through AK = 0 

0.019327547 

(0.99626536)(0.97)(1 - 0.98)(1 - 0.89) * 0.0021260303 

A 1 - 0.019327547 0.98067245 

0.9663774 x 1) + (0.0021260303 x 1) = 0,98759115 gl ves Reliability = ( 
(0.98067245) 

Reliability = 0.988. 
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Number o f  Recovery B1 oc k Overal l  Software 
A1 ternates Used Re1 i abi  1 i t y  Va 1 ue R e l i a b i l i t y  Value 

n = 3  0.98564 0.977 
n = 4  0.99627 0.988 
n = 5  0.99944 0.991 

0.99992 0.991 n . 6  

I 

i 

II 
a 

r, 

For n - 5, 
R0 = 0.93626536 + 0.003174444 
RB - 0.999439804 

Using the software r e l i a b i l f t y  model, 

L1 
L p  through Ln 0 
C1 (0.939439804)(0.97) 8 0.96945661 
G2 
G3 through GK = 0 
A 1  1 
A 2  = 1 

A 3  through A K  = 0 

(0.999439804)(0.97)(1 - 0.98) 8 0.019389132 

(0.999439804)(0.97)(1 - 0.98)(1 - 0.89) 8 0.0021328045 

A 1 - 0.019389132 8 0.98061087 

0.96945661 x 1) + (0.0021328045 x 1) 
I 0,990~00~7 Sf ies  R e l i a b i l i t y  = ( 

(0.98061087) 

R e l i a b i l i t y  = 0.991. 

The fo l low ing  t c b l e  compares the r e l i a b i l i t y  values t h a t  are obtained 
by using less than n a l ternates i n  t h i s  example. 

Table 11. Accuracy Ef fec ts  on ThisbExample When l ess  
Than n Alternates a re  Ac tua l l y  used 

: j 
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Discussion o f  the Results: 

This !s as expected. As  stated i n  Section 6.1.2, by a c t u a l l y  us ing 
fewer than the n a l ternates,  the r e l i a b i l i t y  values for the recovery block 
and the overa l l  software w i l l  genera l ly  decrease. However, as was seen i n  
the case w i t h  n = 5, by no t  using the s i x t h  a l t e rna te  (which hss a r e l i a b i l i t y  
value of 0.86 i n  t h i s  example), an extremely s l i g h t  increase i n  r e l i a b i l i t y  
was found. 

ExamDle 3 

For t h i s  example, the number o f  a l ternates w i l l  be three. 
value f o r  each o f  the software components is l i s t e d  i n  Table 12. 

Figure 7 shows a possible va r ia t i on  o f  a forward recovery block. 
The r e l i a b i l i t y  

~~ 

Software Component 1 R e l i a b i l i t y  Value I 
Al te rna te  1 
Al te rna te  2 
A l te rna te  3 

Acceptance Test 
Any Process 

Roll back 
Rol I-Forward 

0.80 
0.70 
0.90 
0.98 
0.97 
0.95 
0.96 

Table 12. R e l i a b i l i t y  Values f o r  the Software Components 
i n  the Figure that  Represents a Variation o f  
the Forward Recovery Mock  

The t r a n s f e r  func t ion  f o r  the recovery block (RE) I s  

RB = G1 + (1  - G1)G2 + ( 1  - G1)(1 - G2)G3 
= 0.80 t (1 - 0.80) x (0.70) + (1 0 0.80) x (1 - 0.70) X (0.90) 

= 0.80 + (0.20 x 0.70) + (0.20 x 0.30 x 0.90) 
= 0.80 t 0.14 + 0.054 

RB = 0.994. 
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The variables of the software r e l i a b i l i t y  model are 

L1 = (0.994) x (0.98) x (1 - 0.95) 
L2 through Ln 0 
G1 * (0.994) x (0.98) x (0.97) = 0.9448964 
G2 * (0.994) x (0.98) x (1 - 0.95) x (1 - 0.96) 
63 t h r o u g h  GK = 0 

0.048706 

0.0019482 

A I  = 1 
A2 = 1 
b3 through LK 0 
C 1 - L 1  = 1 - 0.048706 0.951294 

Therefore, 

0.9448964 X 1) + (0.0019482 X 1) 0.99532279 Rel i ab l l i t y  = ( 

Rel i ab i l i t y  = 0.995. 

(0.951294) 

To demonstrate the effect on accuracy i f  less t h a n  the n a l t e r n a t e s  
( i n  this example n = 3) are ac tua l ly  used, the r e l i a b l l i t y  of the recovery 
block and overall software re1 iab i l  I t y  value wi  11 be re-calculated f o r  
n = 1 and n = 2. 

For n = 1, 

With the software r e l i a b i l i t y  model, 
RB = 0.80. 

LI = (o.eo) x (0.98) x (1  - 0.95) = 0.0392 
Lp through Ln 0 

G1 8 (0.80) x (0.98) X (0.97) = 0.76048 
G2 
63 t h rough  GK = 0 
A1 = 1 
A2 1 
A 3  through AN = 0 

(0.80) x (0.98) x (1  - 0.95) x (1 - 0.96) 0.001568 

A = 1 - L1 1 - 0.0392 0.9608 

. L - ._ 



F 

Number o f  Recovery Block Overal-1 Software 
A1 ternates Used Re1 i a bi 1 4 t y Val ue Re1 iabi 1 i ty Value 

n = l  0.80 0.793 
n = 2  0.94 0.939 
n * 3  0.994 0.995 

r 
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(0.76048 x 1) + (o.ooi5tia x 1) o.7931391 Reliability = 
(0.9608) 

Re1 iabil ity = 0.793. 

For n = 2, 

With the software reliability model, 
RB = 0.80 + 0.14 = 0.94. 

L1 (0.94) x (0.98) x (1 - 0.95) 0.04606 
L2 through Ln = 0 
G1 = (0.94) x (0.98) x (0.97) = 0.893564 
G2 = (0.94) x (0.98) x (1 - 0.95) x (1 - 0.96) = 0.0018424 
G3 through GK .= 0 
A 1  8 1 

A 3  through A K  = 0 
A2 = 1 

A 8 1 0 L i  1 0.04606 = 0.95394 

= 0.93864017 0.893564 x 1 + (O.vvio424 x 1) Reliability = ( 

Reliability = 0.939. 

(0.95394) 

Table 13 compares the reliability values o f  the recovery block 
and the overall software reliability values that are obtained by using all 
or less than the n alternates in t h i s  example. 

Table 13. Comparison of R e l i a b i l i t y  Values When Less 
Than n Alternates are Actual ly  Used 
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APPENDIX I11 
FEEDBACK LOOP CALCULATIONS 

For basic feedback loops such as those shown in Figures 3, 4 ,  and 
5,  the ideal software r e l i a b i l i t y  value o f  the individual blocks and overa l l  
software r e l i a b i l l t y  i s  1.0. With an or ig inal  block diagram of the form 

. 0 
U 
T N 

U 

& 

P - 0  P 

U T i--pleET T 

with y * +1 or -1 

Figure 12. Basic Feedback Loop 

the block diagram transformation t o  eliminate a feedback loop gives the equiva- 
l e n t  block diagram o f  the form 

I 1 0 
I I I U 

Figure 13. Basic Feedback Loop Equivalent 
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If  i t  i s  a negative feedback loop, the equivalent t rans fer  funct ion 
i s :  

With G 1  * 1.0, G2 1.0, and H = 1.0, the overa l l  r e l i a b i l i t y  value would 
be 0.5, which i s  undesircble. 
and ind fv idua l  block r e l i a b i l i t y  values be 1.0. With the negative feedback 
loop and these goals, there are  three cases t o  be evaluated. 

I t f s  desired tha t  the overa l l  software r e l ' a b i l i t y  

Neaative Feedback Looo, Case 1: 

G1G2 Want: 1 = 
1 + GlG2H 

If: G 1  = 1.0 and H = 1.0 

Then: G2 = 1.0 o r  1 + 62 = G2. 
1 + G2 

Conclusion: This i s  inva l id .  

Negative Feedback LOOP, Case 2: 

G1G2 Want: 1.0 = 
1 + G1G2H 

I f :  G2 = 1.0 and H = 1.0 

Then: 1 + 61 9 G1 

Conclusion: This i s  inva l id .  

. . . . . - . -  . . - I  - . . .  - . _ .  a . .  . . 
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Negative Feedback LOOD, Case 3: 

G 1 5 2  Want: 1.0 = 
1 + GiG2i-I 

I f :  G 1  = 1.0 and G2 = 1.0 

Then: = L O  or ~ + H = I  
l + H  

Conclusion: H * 0. 

I f  i t  i s  a pos f t i ve  feedback loop, the equivalent t rans fe r  f unc t i on  
i s :  

A s  G 1  *> 1.0, G2 => 1.0, and H => 1.0, the  ove ra l l  r e l i a b i l l t y  value approaches 
+ =. Again, i t  i s  desired t h a t  the ove ra l l  software r e l i a b i l i t y  and ind i v idua l  
b lock r e l i a b i l i t y  values be 1.0. There are three cases t o  be evaluated w i t h  

the  pos i t i ve  feedback loop. 

Pos i t i ve  Feedback LOOP, Case 1: 

6162 Want: 1.0 = 

I f :  G 1  = 1.0 and H = 1.0 

Then: G2 

1 * G 2  
= 1.0 o r  1 - G 2  = G2 or G2 = 0.5 

Conclusion: This i s  undesirable. 
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P o s i t i v e  Feedback Looo, Case 2: 

w 2  Want: 1.0 = 
1 - G1G2ii 

If: G2 = 1.0 and H = 1.0 

Then: G1 1.0 o r  1 - G I  Gi o r  G 0.5 
1 - GI 

Conclusion: This i s  undesirable. 

Pos i t i ve  Feedback LOOD, Case 3: 

w 2  Want: 1.0 = 

I f :  G 1  = 1.0 and 62 1.0 

Then: = L O  or I - H = ~  
1 - H  

Conclusion: H * 6. 

By comparing the r e s u l t s  of the p o s i t i v e  and negatlve feedback 
cases (s ince i t  Is deslred t h a t  the software r e l i a b i l l t y  model should accommodate 
both o f  these opt ions),  i t  i s  obvious t h a t  the t rans fe r  func t ion  o f  H must 
eqa ;  fero.  Therefore, the t ransfer  func t ion  o f  the  equivalent block I n  
any feedback path i s  (1.0 - r e l l a b i l l t y  value). 

', 7 . 
8 

L 

! . . 
I 

I 
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APPENDIX IV 
FEED-FORWARD CALCULATIONS 

Figures 6 and 7 a r e  examples o f  block diagrams invo lv ing  feed-forward 
paths. I n  an idea l  s i t u a i l o n ,  the r e l i a b i l i t y  value of the i nd i v idua l  blocks 
(GI, G2, G3, ... Gn) and the ove ra l l  software r e l i a b i l i t y  ( R )  are 1.0. 
i s  important t o  remember t h a t  r e l i a b i l i t y  i s  defined such t h a t  0 5 GI, G p ,  
G3, ... Gn, R - < 1.0. 
path. 

It 

Figure 14 shows the block diagram f o r  a basic feea-forward 

I 
N 

!-T- T 

L 

Figure 14. Basic Feed-Forward Path 

1 

, 

I : )  
> 

A block diagram transformation t o  e l im ina te  the feed-forward loop 
gives the fol lowing equivalent block diagram. 

Figure 15. Basic Feed-Forward Path Equivalent 
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IaeElly, If  the rel iabi l i ty  value o f  the Individual blocks I s  1 . 0 ,  
then th& overall rel1abilft;d should be 1.0. Therefore, 

Want: 1.0 * Gy 4 Cp 

If: G y  1.0 

Then: G2 = 0 or 1 . 0  * 1.0 4 (1.0 - G2) 
Conc:usion: The transfet function o f  the equivalent block f n  any 

feed-forward path i s  ( 1 . 0  - re l iabi l i ty  value). 
* 

--j 
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APPENDIX V 
ANALYSIS OF SCOTT'S RECOVERY BLOCK RELIABILI lY MODEL 

I n  Scot t 's  recovery block re1 i a b i l  f t y  model , the var iables are 
defined as: 

P(Ci) = the p r o b a b i l i t y  o f  a l te rna te  i executing cor rec t ly ;  

P(: i)  = 1 - P(Ct); 

P(iR) = 1 - P(cR); 

P(CR) = the p r o b a b i l i t y  o f  the recovery program executing correct ly ;  

P(A1) = the p r o b a b i l i t y  of accepting an incor rec t  r e s u l t ;  

P(R1) = the p r o b a b i l i t y  o f  r e j e c t i n g  an Incor.rect r e s u l t  

P(Rc) = the p r o b a b i l i t y  o f  r e j e c t i n g  a correct  r e s u l t ;  

P(Ac) = the p r o b a b i l i t y  o f  accepting a correct  r e s u l t  

Type 1 Error  = the program al ternate produces an incor rec t  r e s u l t ,  

= 1 - P ( A 1 ) ;  

1 - P(Rc); 

bu t  the acceptance t e s t  labels  the r e s u l t  as correct ;  

Type 2 Er ror  = the f i n a l  a l ternate produces correct  resu l ts ,  but  
the acceptance t e s t  erroneously determines t h a t  
the r e s u l t s  are i n c o p e c t ;  

the input  s ta te o f  the previous a l te rna te  I n  prepa- 
r a t i o n  f o r  executing another a l ternate o r  could 
n o t  successful ly Invoke the next a l ternate;  

Type 3 Error  = the recovery b.-ogram cannot successful ly recover 

Type 4 Error  = the l a s t  a l ternate produces incor rec t  r e s u l t s  and 
the acceptance t e s t  judges tha t  the r e s u l t s  are 
incorrect ;  

n = the number o f  a1 ternates; and 

R = the r e l i a b i l i t y ,  

The resu l ts  o f  Scot t 's  recovery block r e l i a b i l i t y  model w i l l  be 
compared t o  those that would be obtained i n  the software r e l i a b i l i t y  model 
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t ha t  has been proposea. Tne block diagram f o r  the recovery block tha: Is 
described by Scatt would look l lke:  

Acceotance 
1  ternat ate 1 

I Atternate 2 

I - @ - 
U 
T 

U 
T 

Figure 16. Basic Recovery Mock 

For n = 1, the feedback loop would be deleted, g i v i n g  a block diagram o f  

I Acceptance N 
P -  
U 
T 

P 
U 
T 

Figure 17. Special Case Recovery Block with Only One Alternate 

with an overa l l  t rans fer  funct ion of R = G1 x G2. This special  case w i t h  
n = 1 i s  computed wi th Scot t ' s  recovery block r e l i a b i l i t y  model as 

R = 1 - [Type 1 Error  + Type 2 Er ro r  + Type 3 Er ro r  + 
Type 4 Error ]  

w i th  Type 1 Error  = P ( I i ) P ( A I ) ;  
Type 2 E r r o r  = P ( C l ) P ( R C ) ;  
Type 3 E r r o r  = 0; and 
Type 4 E r r o r  = P ( X l ) P ( R I ) .  
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By fur t ! ,<r  s u b s t i t u t i o n ,  

M u l t i p l y i n g  out the  fac tors  g i v e s  

This can be reduced t o  

This i s  as expected, w i th  G 1  * P(C1) and G 2  = ~ ( A c ) .  

For n = 2, 

e162 

1 = G l G p H  

= 1 - [Type 1 Error + Type 2 Error + 
Type 3 E r r o r  + Type 4 Error]. 

By subst i tut ion,  
T 
5 

1 
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Mu1 t i p l y i n g  out the f a c t o r s  and cancel l ing a1 i ke numerator and denominator 
terms gives 

By subst i tu t ion,  

With the f a c t o r s  m u l t i p l i e d  out, 

. .. 
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By cancellation, 

Rearranging gives 

For n - 3, 

GlG2 
1 - G l G 2 H  

= 1 - [Type 1 Error + Type 2 Error + 
Type 3 Error t Type 4 Error]. 

By substitutions 

I . 
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By multiplying out the terms (and avanging the coefficients I n  alphabetical and 
numerical order) 



4-76 

By substitution [to e l i m i n a t e  the P(A1) and 

r 

Mul t ip ly ing  the terms out gives: 
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By cancellation, 
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By combining similar t e n s .  

By Scott 's definitions of the variables, i't would be expected t h a t :  

a. The recovery block, G1, w i t h  i t s  n alternates be a function 
of P(Ci); 

b. The acceptance tes t ,  G2, be a function o f  P(Ac) and/or 
P(R1); and 

The rollback, H, be a function of ~ ( C R ) .  c. 

Although this was true f o r  the special case w i t h  n 1, the cases w i t h  n = 2 
and n = 3 show t h a t  the two models are too distinct i n  their methods to  be 
compared. 
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APPENDIX V I  
ANALYSIS OF SCOTT'S N-VERSION PR06MIN6 RELIABILITY MODEL 

I n  Scot t 's  N-version programming r e l i a b i l j t y  model, the var iables 
are defined as: 

P(Ci) = the p robab i l i t y  o f  version i executing cor rec t ly ;  
P(1i)  = the p robab i l i t y  o f  version i executing i nco r rec t l y ,  

Type 1 Error  = a l l  outguts disagree; 
Type 2 E r r o r  = an incorrect  output occurs more than once; 
Type 3 Error  = there i s  an e r r o r  i n  the vot ing (decis ion algor i thm) 

n = the number o f  versions; and 
R * the r e l i a b i l i t y .  

1 P(Cj); 

procedure ; 

The resu l t s  o f  Scott 's  N-version programming r e l i a b i l i t y  model 
w i l l  be compared t o  those tha t  would be obtained i n  the software r e l i a b i l i t y  
model t h a t  has been proposed. The block diagram f o r  the N-version software 
t h a t  i s  described by Scott  would look l i k e :  

0 
U 

[ Version 1 

A1 go r i  thm f 
(Voter)  P 

U 
T 

I 

P- 

T 

N 1 Version 

U I Version 3 

[ Version n 

Figure 18. Basic N-Version Software . 

For  t h e  proposed software r e l i a b i l i t y  model, i t  i s  desired tha t  
the ind iv idual  r e l i a b i l i t y  values f o r  the n versions be combined t o  form 
one r e l i a b i l i t y  value (o r  t ransfer  func t ion)  for the group. 
f o r  t h i s  might be 

The block diagram 

'< 
r 
L 

C 
a 
h 
C 
b 
I 
\ 
I 

! 
I 

I 

I 
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b 0 I U 
T 
P 

U U 
T T 

Figure 19. Basic N-Version Software Equivalent J 
' J  
1 ,  . I 

, 
wf th  an overa l l  t rans fer  funct ion o f  R = GI x G2. 

three indeaendent versions. 
software system becomes the p r o b a b i l i t y  of a t  l e a s t  two versions executing 
incor rec t ly .  This simple case i s  computed w i t h  Scot t ' s  N-version programming 
re1 i ab1 1 i t y  model as 

A simple case t o  examine i s  the N-version so f tware  composed o f  
The p r o b a b i l i t y  o f  a system error i n  t h i s  3-version 

I 
1 

1 

> 
I 

! 

R = 1 - [Type 1 Error  + Type 2 Error  + Type 3 Error ] .  

I n  Scott 's  analysis, he assumes that the p r o b a b i l i t y  o f  a Type 3 Error  i s  
zero. Therefore, w i t h  Scot t 's  model 

I 

+l 

\ 
\ 
t 

I 
I 

1 

\ 
\ 

I 
4 
9 
1 
I 

1 

I 

! 
I 

I 

I 
I 
I 
I 

I 

! 
I 

By subst i tu t ion,  

! 

Mu l t i p l y ing  out the factors  gives 
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Wit9 further mult ip l icat ion,  

Cancel 1 ing a1 i ke terns gives 

This can be reduced t c  

With Scott 's assumption t h a t  the probabi l i ty  o f  a Type 3 Error  i s  zero, the 
equivalent assumption i n  the software r e l i a b i l i t y  model would be t h a t  
G2 = 1. Therefore, 
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TECHNICAL REPORT 

on 

SOFTWARE RELIABILITY DATA AND DATABASE 

1.0 INTRODUCTION 

The software re1 i abi 1 :ty data requi red by the softwcre re1 i a b i  1 f t y  
model wcs described i n  the previous section. This sect ion describes the 
data t o  be co l lected by avionics systems developers p r i o r  t o  s t a r t i n g  develop- 
ment of the software packages, during the development o f  the software packages, 
and dur ing the operational l i f e  o f  the software. 
o f  the data base program are described. 

I n  addi t ion,  a t t r i b u t e s  

2.0 BACKGROUND 

As noted i n  the previous section of th is  report, the software r e l i -  
a b i l i t y  model's primary inputs  are p robab i l i t ies .  While t h i s  i s  an exce l l en t  
form f o r  the model , i t  i s  no t  the normal type of data co l lec ted  by av ion ics 
systems developers. The data col lected by developers of avioncs systems 
tends t o  be determin is t ic  as opposed t o  s t a t i s t i c a l .  The s t a t i s t i c a l  and 
p r o b a b i l i s t i c  values are der ived from the determinst ic data as discussed 
i n  e a r l i e r  sections o f  t h i s  repor t .  The method used by B a t t e l l e  t o  der ive  
these data t i e s  i n  c lose ly  with the database program. 

spreadsheet programs provide more capab i l i t y  than a Simple f i l e  manager. 
The spreadsheet programs w i th  t h e i r  b u i l t - i n  funct ions provide the c a p a b i l i t y  
t o  analyze the data instead o f  simply s to r i ng  and r e t r i e v i n g  data. There 
are a la rge  number o f  spreadsheet programs t o  choose from and the se lec t ion  
o f  a spec l f l c  program i s  no t  w i th in  the scope o f  t h i s  work. This sect ion 
does discuss fac to rs  which should be considered i n  the se lect ion of a spread- 
sheet program. 

Although any database manager can s t o r e  and r e t r i e v e  fnformation, 

? .  

t 3 
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3.0 DATABASE P R O G M  AND S O W R E  RELIABILITY DATA 

' , \  

The data  t o  be collected by the avionics system developer i s  col1ected 
I C  i s  likely t o  be organized a t  different times d u r i n g  the software l i f e  cycle, 

i n  any database program as a n  assortment o f  differen; f i l e s .  In  oraer t o  
manipu1a:e these d a i a  contained i n  different f i l es  i n t o  t he  form required 
by the software reliabil i ty model, a relational database manager which can 
link scr,arate d a t a  f i l e s  t o  credte a &:abase containing information selected 
from tne different f i l e s  i s  recommended. 

da tabase .  Data desiqn 1 s  a set of principles and a n a l y t i c  too ls  t h a t  b r f n g s  
t o  the design of d a t a  the same k i n d  o f  o r g a n i z a t i o n  t h a t  structured programs 
brings t o  progrdms. To avoid  dangerous f i l e  designs, a clear understanding 
of the dependencies i n  the f i les  i s  necessary. Transitive dependencies are 
a frequent cause of structural problems i n  the design of f i l es .  

arithmetic and statist ical  funct ions will provide the c a p a b i l i t y  t o  analyze 
deterministic d a t a  such as lines of source code, memory usage, errors detected, 
errors corrected, and linkages and assemble these data  i n t o  the s ta t is t ical  
form required for determining the probabilistic i n p u t s  required by the software 
re1 i ab i  1 i t y  model . 

The inputs  required for the database program will depend upon the 
software reliability model (reference Section 2, "Technical Report on Review 
of Previous Studies of Software Re1 iabil i t y  Models" for  some examples) used 
to obtain the probabilistic reliabil i ty value that i s  required i n  the software 
reliability model descri9ed in Section 4, "Technical Report on Formulation 
of the Software Reliability Mode;". Table 1 l i s t s  some o f  the software reliabil i ty 
models and their required i n p u t s .  The built-in arithmetic and  s ta t is t ical  
functions will manipulate this i n p u t  data to obta in  the probabilistic reli-  
abil i ty values, An example of w h a t  the i n p u t  and o u t p u t  for the database 
program m i g h t  look like i s  g i v e n  i n  Tables 2 and 3. 

Principles o f  d a t a  design should be applied when developing the 

Once the database i s  created, use o f  a spreadsheet w i t h  i t s  b u i l t - i n  
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Table 1. Input Data Used by Various Software R e l i a b l l f t y  Models 

Software I Re1 i a b l l  i t y  Model I n p u t  Data 

N = the total number of errors; 
p = the probabi l i ty  of perfect 

programmer debugging behavior 

Generalized Imperfect 
Debugging Model 

E r ( t )  = the number o f  remaining 
bugs 

Bug-Proportional Model 

X = the average number o f  faults 

t i  = the i - t h  debugging fnterval 

occurring f n  the f i rs t  
interval ; 

Geometric Poisson Model 

Schneidewi nd Non-Homogeneous 
Poisson Model I m i  * the estimated number o f  

errors i n  interval I 

Jelinskf-Moranda I De-Eutrophi cation Model 
N 8 the number of initial errors 

i n  the program; 

debugging fnterval ; 

to date 

X i  = the length of the 1 0 t h  

n = the number of e-rors found 

N = t h e  total number o f  Initial 
errors; . 

n l  = the cumulative number o f  
errors found through the 
1 0 t h  interval ; 

t i  8 the i - t h  debugging interval 

Extended Jel inski-Moranda I Model 

0 = the  Initial error detection 

n = the total number o f  errors 

X i  = the I - t h  debugging interval 

rate; 

discovered; 

Geome t r i c De- Eu t rop h i ca ti on 
Model IC; 

.%' 

Lines of Source Code Model r n = the to ta l  number of llnes o f  
source code; the programing 
language ( i .e . ,  FORTRAN, 
Cobol, Ada, etc.) 

1 
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I 

' .  
I 
I 9- 

Errors 
Detected 

2 
4 
0 
0 
3 
2 

11 
3 
0 
1 
1 
1 
1 
0 
1 
1 
2 
1 

T i  me 
In te rva l  

7 
21 

2 
3 
4 
6 
1 
2 
1 
3 
2 
2 
3 
6 

23 
4 
9 

a 

Cumulative 
Errors 
Removed 

~~ -~ 

0 
1 
4 
5 
6 
8 

12 
13 
23 
24 
26 
27 
28 
29 
30 
31 
32 
34 

Cumulative 
Time 

7 
28 
36 
38 
41 
45 
51 
52 
54 
55 
58 
60 
62 
65 
71 
94 
98 

107 

Cumul~: f ue 
Errors 

Detected 

2 
6 
6 
6 
9 

11 
22 
25 
25 
26 
27 
28 
29 
29 
30 
31 
33 
34 

Table 2. Possible Input t o  the Database Program [ANWS] 
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Observed I Estimated 
3 I Errors 

34 0.0056 

Model N 

bometr ic  Poisson 75 
Non-Homogeneous 75 34 0.0056 

i Est f ma ted 

Poisson 
I 

Geometric Poisson 16 15 0.1586 
Non-Homogeneous 16 15 0.1727 

Poi sson 

Geometric Poi sson 49 20 0.0343 
Non-Homogeneous 49 20 0.0349 

20 0.1338 General i t e d  Poisson 21 

General i t e d  Poisson 28 23 0.2072 
23 0.0082 

Geometric Poisson 155 73 0.0204 
73 0.0206 Non- Homogeneous 155 

Poisson 

IBM Poisson (Modified) 37 

Poi ssan 

Table 3. Possible Input and Output for the 
Database Program [ANWS] 
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